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Electromagnetic compatibility. Does it
matter when everything is digital

anyway?
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What Is electromagnetic compatibility ?

Electromagnetic compatibility [1]:

The ability of a device, equipment or system to function satisfactorily in its
electromagnetic environment without introducing intolerable electromagnetic
disturbance to anything in that environment

[1] IEC50(161):(BS4727:Pt 1:Group09) Glossary of electrotechnical, power, telecommunication,
electronics, lighting and colour terms: Electromagnetic compatibility
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What Is electromagnetic
compatibility?

EMC I's someti mes
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What Is electromagnetic compatibility?

EMC is electrical engineering.

EMC scientists just add the invisible elements of the "schematic":

A Inductance of wires (self and mutual), magnetic coupling

A Capacitances, screen leakage
A Spurious signals, stray fields, man made noise
A Real world components, resonances, contact resistance
A Vicinity, common paths
A And many more
é and all that across 10 orders of magn
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Cost of an EMC problem ?

Available measures

Cost of your problem

_ _ —— —> Time
Development Design Test Production Application
phase phase phase phase phase
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Prerequisites: basic components in an ideal world

AWI reo
In schematic, voltage all along the wire is the same,
regardless the current, or signal shape. The outgoing
current is exactly the same as the incoming one. It
passes the wire in zero time.

30.000 0.1-MEG.
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Ground
Mythical electrical object that absorbs unlimited
guantities of electrical current.
Ground exists in SPICE but nowhere else.
Radar engineers in the 1930s discredited the
concept of ground as anything more than a good
place to grow carrots and potatoes. [1]

[1] Dr. Howard Johnson: Manager's Guide to Digital Design
https://www.edn.com/managers-guide-to-digital-design/

[2] https://www.rfcafe.com/references/radio-craft/motorola-
100-schematic-radio-craft-june-1935.htm
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Legislation and
standards




EMC Standards

EMC standards are technical documents 1 they define technical requirements,
parameters, or testing and measurement methods.

EMC standards, however, do not tell you how you should do things properly

Two types exist:
A Generic standards

A Equipment specific standards
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EMC Standards

A IEC 61000-1-x General A IEC 61000-5-x Installation and mitigation guidelines
A Basic concepts (fundamental principles, definitions, A Il'nstallation guidelines
terminology), interference modeAl Mitgation methods and devices
A Functional Safety (what a safety function does and A IEC 61000-6-x Generic Standards
approaches of it being performed satisfactorily) A Generic emission and i mmunity
A~ Measurement uncertainty residential/commercial and light-industrial environments (limits
A |EC 61000-2-x Environment and minimum test levels)
A Description of the environment A Genericemissionandimmunity requirements for industrial
A Classification of the environment environments (limits and minimum test levels)
A Compatibility levels A CISPR 11-32 Specification of measurement equipment and
A IEC 61000-3-x Limits methods for testing
A Emission |imits

A Immunity limits

A IEC61000-4-x Testing and measurement techniques
A Measurement techniques (without specifying | imits)
A Testing techniques(without specifying limits)
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Example: Industrial Immunity EN 61000

Table 1 — Immunity — Enclosure ports

-6-2 (generic)

Environmental phenomena Test specifications Units Basic Remarks Performance
standards criterion
1.1 Power-frequency magnetic 50, 60 Hz IEC 61000-4-8 a Ab
field The test shall be carried out at the
30 Alm frequencies appropriate to the power
supply frequency. Equipment intended for
use
in areas supplied only at one of these
frequencies need only be tested
at that frequency
1.2 Radio-frequency 80 to 1 000 MHz IEC 61000-4-3 d ¢ A
electromagnetic field. The test level specified is the r.m.s. value
Amplitude modulated 10 V/m of the unmodulated carrier
80 % AM (1 kHz) - —
1.3 Radio-frequency 1,4 t0 2,0 GHz IEC 61000-4-3% — € { A )
electromagnetic field. The test level specified is the r.m.s. value
Amplitude modulated 3 Vim of the unmodulated carrier
80 % AM (1 kHz)
1.4 Radio-frequency 2,0to 2,7 GHz IEC 61000-4-3 d e A
electromagnetic field. The test level specified is the r.m.s. value
Amplitude modulated 1 Vim of the unmodulated carrier
80 % AM (1 kHz)
1.5 Electrostatic Contact 14 (charge voltage) kV IEC 61000-4-2 See basic standard for applicability of B
discharge discharge contact and/or air discharge tests
Air discharge 18 (charge voltage) kV B
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Example: Industrial Immunity EN 61000 -4-3:
Selecting test levels

E.2 Test levels related to general purposes

e |

The test levels and the frequency bands are selected in accordance with the electromagnetic radiation environment to which the EUT
can be exposed when finally installed. The consequences of failure should be borne in mind in selecting the test level to be applied. A
higher level should be considered if the consequences of failure are significant.

The following classes are related to the levels listed in Clause 5; they are considered as general guidelines for the selection of the
corresponding levels.

I Class 1. Low-level electromagnetic radiation environment. Levels typical of local radio/television stations located at more than 1 km,
and transmitters/receivers of low power.

I Class 2. Moderate electromagnetic radiation environment. Low power portable transceivers (typically less than 1 W rating) are in
use, but with restrictions on use in close proximity to the equipment.

Severe electromagnetic radiation environment. Portable transceivers (2 W rating or more) are in use relatively close to
the equipment but not less than 1 m.  High power broadcast transmitters and/or ISM equipment may be located close by.

I Class 4. Portable transceivers are in use at a distance of 0,2 m and 1 m of the equipment. Other sources of significant interference
may be within 1 m of the equipment.

I Class x: x is an open level which might be negotiated and specified in the product standard or equipment specification.
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Example: Industrial Immunity EN 61000 -6-2

4 Performance criteria

A ——

The variety and the diversity of the apparatus within the scope of this standard makes it difficult to define precise criteria for the evaluation of the
immunity test results.

If, as a result of the application of the tests defined in this standard, the apparatus becomes dangerous or unsafe, the apparatus shall be deemed
to have failed the test.

@erformance criterion A:  The apparatus shall continue to operate as intended during and after the test. No degradation of performance or

oss of function is allowed below a performance level specified by the manufacturer, when the apparatus is used as intended. The
performance level may be replaced by a permissible loss of performance. If the minimum performance level or the permissible performance loss
Is not specified by the manufacturer, either of these may be derived from the product description and documentation and what the user may
reasonably expect from the apparatus if used as intended.

b) Performance criterion B:  The apparatus shall continue to operate as intended after the test. No degradation of performance or loss of
function is allowed below a performance level specified by the manufacturer, when the apparatus is used as intended. The performance level
may be replaced by a permissible loss of performance. During the test, degradation of performance is however allowed . No change of
actual operating state or stored data is allowed. If the minimum performance level or the permissible performance loss is not specified by the
manufacturer, either of these may be derived from the product description and documentation and what the user may reasonably expect from the
apparatus if used as intended.

c) Performance criterion C: Temporary loss of function is allowed, provided the function is self -recoverable or can be restored by the
operation of the controls.
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Uniform field
area

Example: Industrial Immunity EN 61000 -4-3: Testing
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and measurement technigues
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Figure 2 — Example of suitable test facility
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How do we specify?

On site, in accelerator tunnels and most experiments we are the only noise generators.
At the same time our own colleagues suffer from what is generated.

It is desirable to have a minimum set of EMC parameters for all equipment keeping in
mind multiple apparatus in close vicinity

The EMC specification for purchased equipment is difficult even for experts
A Overspecification leads to unnecessarily high cost

A Underspecification leads to potential problems

18 October 2025 16




Example of EMC specification for a pulsed 100 kW
RF power amplifier tender

The system shall be compliant with the following EMC requirements and standards:

A

Emissions according to CISPR -11, Class A, Group 1 equipment. The radiated emission limit at working frequency
(101.28 MH2z) is relaxed to 1.8 V/m at 3m (or equivalent 0.5 V/m at 10m). Recommended measurement distance for

a device of expected physical size is 10 meters (by CISPR 16  -2-3). As the device works with pulsed RF signal, the
field values are considered peak.

Conducted immunity according to IEC ~ -61000-4-6, class 3, performance criteria A, tested on all interfaces except
the output RF line

Radiated immunity according to IEC  -61000-4-3, class 3, performance criteria A. Required immunity at operating
frequency 101.28 + 2 MHz is as per class 4.

Electrostatic discharge immunity according to IEC -61000-4-2, level 2, performance criteria B, tested on all user
Interfaces (screens, knobs, switches, LEDs...)

Electrical fast transient/burst immunity test according to IEC -61000-4-4, level 3, performance criteria A on all
interfaces except the output RF line

ltems marked in orange are our specific requirements on top of the generic EMC standards

18 October 2025
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Coupling mechanisms

We
1.

2.

recognize four main coupling mechanisms:

Conductive T via galvanic connection and common impedances
Capacitive T via near field, voltage -type, fast transients
Inductive T via near field, current type, loops and high currents

By radiation 71 far field, via electromagnetic field

Parametric coupling

Specific to accelerator facilities 17 beam related coupling

18 October 2025
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Coupling by common impedance

Mechanism requires a common impedance,  which is shared by currents  of the source

and victim circuits.
Mitigation tips:

A Remove the common impedances (do not use
Gl .
Q@ cable screen as a signal return conductor)
iVLOADl A Iri . It

i Do not share wiring between noisy and sensitive

signals (use different cables for power and
ZCOMM |l .
1= - sensor, use multiple ground planes on a PCB for
| L : " :
V. 2 noisy and sensitive signals)
COMM
VGZT [] TVLOADZ A Minimize the common impedances (sufficient
C@ Cross -section, low impedance paths)
IrCul
Ze2 A Minimize the currents through common
Impedance (transformers, optocouplers)

18 October 2025 20




Capacitive coupling

Near field coupling. High pass phenomena. High impedance, high voltage.

Typically between conductors/equipment without screen

N Mitigation of capacitive coupling:
_L _L A Increase distance between the conductors.
Ze1 Ceruu == Cerro iVLO ADL |
N Cenp2 A Lower the distance to GND ( increase C qpp),
y ’_" = wiring tied to chassis, use ground planes
. . on PCBs
=+ ) [] iVLOADZ A Reduce the area of coupling
L2
VGzl - A Reduce operating voltage and/or frequency
N - content of the signal
: HH X

A Use electrostatic shielding

18 October 2025 21




Inductive coupling

Near H-field, high pass phenomena. Low impedance, high current phenomena

Mitigation of inductive coupling:

A Reduce the loop size

orientation of loops

Ly

LAY

It
l, L

vell A Reduce operating current and/or
Zc2 [] frequency content of the signal
= VLOAD2
szl Zi2 i A Use twisted pair conductors

A Use magnetic shielding

Qi A Reduce the coupling by orthogonal
VLOADl
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Radiation coupling

Coupling by electromagnetic wave E/lH=2 =377 W, coupling in the far field, | >
All effects on wavelengths that are comparable to the equipment size

Mitigation of radiation coupling:

A Minimize the power level

A Minimize emissions: High quality transmission lines, tight RF joints, no open
structures, RF tight ventilation openings, continuous leakage monitoring

A Increase immunity: Shielding, high quality coaxial cables, RF filters in equipment
feedthroughs, going digital

A Faraday cage

18 October 2025
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Parametric coupling

Relatively rare, but can be seen from time to time

A Vibration of conductive components when in magnetic field

A Mechanical stress on components (e.g. capacitors, or precision resistors)
A Microphonics of all kinds
A

Photo effect in glass encapsulated devices (e.g. diodes in glass package), or recently
iIntroduced package -less flip -chip ICs with

18 October 2025 24




Specificto CERN 1 iInduced EMC problems to
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Specificto CERN T EMC induced
problems to the beam

SPS lattice quadrupole circuits

loming = 2200 A, di/ dt = 800 A/s
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Specific to CERN T EMC induced problems to the

beam

In the mean time 1 km away in LHC...
A Ambient magnetic field changes by 10 mir
A Machine tune changes by 5x10-3

A RMS LHC orbit drifts by 20 mm
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Coupling inreality - usually all coupling
mechani sms combine. Very ¢

Very well shielded
electronics

— =

Smo Aperture.

11
< _ o Lower immunity

RF field caoupling of gigabit links in

OV platc™== the same bundle

S —

ISub-optimaI external
' HV DC cable

i
R o

Operation fails with
certain beam types
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Bonding and
equipotentiality




Grounding vs. equipotentiality

Two main purposes of grounding and equipotentiality:
A Personal safety
A Providing a defined potential for the system, including return path for currents

Electric potential of Earth is conventionally taken as zero

No circuit needs to be earthed in order to work. Faraday cage does not depend on
earth connection

Equipotentiality, however, is what we really need (at all frequencies, starting from DC
to several GHz)
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Grounding and equipotentiality

Star grounding:

on the drawing board vs. In reality
Equipment Equipment
#2 . #2 .
: Equipment . Equipment
Equipment 43 Equipment #3
#1 #1
Equipment _ Equipment
Equipment a 25 Equipment | a 25
#4 #4
10 O ¢ Reference iTO_(j Reference
point -1 point
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Mesh bonding network

Bonding T the first step to true equipotentiality

Bonding is the practice of interconnecting all accessible metalwork I whether associated
with the electrical installation (known as exposed metalwork) or not (extraneous
metalwork) Tt o t he system fieartho (reference poten

Sufficiently dense mesh bonding leads to equipotentiality
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Impedance of a meshed network

A For a conductor, impedance between the ends  increases with its length M L (& 1
A For a 2D grid, impedance between two points  does not depend on distance

A For a 3D grid, impedance between two points  decreases with size of the structure!
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Mesh bonding network

BN , | ‘ Mesh BN
: P | PE # )
h g i - /
Bonding at a | >
- - o /._.
building level Vosh BN | | Mesh BN
F = 7 -’ P L
P P
< “ AT e 4
‘ ——— Local mesh ' oAl mee)
; L ' IBN
Trunk 4
. Tree structure
J IBN
| =
/ ) ” 7
/ Star (IBN)
- = CBN

BN: Bonding network
CBN: Common bonding network
IBN: Isolated bonding network
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Mesh bonding network

Bonding using the structural
components
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Connection to a reference potential by an insulated green

yellow PE conductor. OK for 50 Hz, but completely
usel ess for EMCEe
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Mesh bonding network

Bonding using the racks and
chassis

Use the rack as a conducting
structure

Careful with the old types which are
all covered by paint

Introduce a well conducting path

Interconnect all racks at multiple
points

18 October 2025



Mesh bonding network

Bonding within a chassis/crate

Use conducting panels

Use electromagnetic gaskets, or RF
fingers for better contact

Tighten all screws, do not use
plastic washers
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Mesh bonding network

Bad practice:
Insulated rack, insulated screws. Connection to the
reference only via PE conductor of mains cable

——Paint

™~ Insulating washer

18 October 2025

Good practice:

Conductive rack, conductive screws, conductive panels.
Connection to the reference via large, low impedance
surfaces.
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