A RESTful approach to tape management in StoRM
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The STOrage Resource Manager (StoRM) [1] service relies on the SRM specification to recall files from tape. Although the SRM protocol has been successfully used for many years, its complexity has
pushed the WLCG community to adopt a simpler approach, more in line with modern web technologies. The WLCG tape REST API offers a common HTTP interface allowing clients to manage disk
residency of tape-stored files and observe the progress of file transfers to disk. In the context of the StoRM project developed at INFN-CNAF, the StoRM Tape REST API [2] implements this HTTP
interface and it is deployed as a standalone component. It uses NGINX [3] reverse proxy as authentication engine and Open Policy Agent (OPA) [4] as authorisation policies enforcer. At the INFN Tier-1,
this new service is required to coexist with the current StoRM deployments and to integrate smoothly within the existing infrastructure, in particular with the Grid-Enabled Mass Storage System

(GEMSS) [5].
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JSON Web Tokens (JWT) [6].

NGINX is an open-source HTTP server and reverse proxy,
known for its high performance, stability, rich feature set,
easy configuration, and low resource consumption.

The service has been chosen as part of this deployment due to a high-level declarative
for VOMS/TLS termination and authentication with

N Open Policy Agent (OPA)

Open Policy Agent is an open-source
authorization engine that unifies

Y, OPA could be a valid |
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# GET /api/vl/stage/<id>

policy enforcement across the stack,  attew if {

input.method == "GET"
glob.match("/api/vl/stage/*", ["/"], input.path)

Ianguage that aIIows the definition Of any ([scopes_allowed, fgans_allowed, dn_allowed])

}

policies as code [6].
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