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JLAB ACCOUNT: WHAT DO YOU GET ACCESS TO?

e JLab Web Portal

e Office 365 / Only Outlook(staff or intern only)
e Virtual Private Network (VPN)

e GitLab

o JupyterHub

e Virtual Desktop Infrastructure (VDI)

o ifarm

o Slurm

2 Jefferson Lab



WHAT SETUP IS REQUIRED OTHER THAN JLAB ACCOUNT?

o No MFA (Multifactor Auth):

1. JLAB Web Portal o Items marked with * also require approval from your Group/Hall
2. GitLab Computing Coordinator:

o Microsoft Authenticator Setup o https://jlab.servicenowservices.com/kb?id=kb article view
1. Office 365/0utlook &sysparm article=KB0014686

2. JupyterHub*
o MobilePass Phone App/USB Code Generator
VPN
VDI
ifarm™
slurm*

O O O O

* For more details, refer to “Acquiring a JLab Account Presentation”:
https://indico.jlab.org/event/1069/attachments/13992/22649/acquiring jlab_account.pdf
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https://misportal.jlab.org/portal/insight/frontPage
https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
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JLAB WEB PORTAL

Accessing this web portal gives you access to:

O

Training (https://misportal.jlab.org/training/people/srl)

O
O
O

Jeff;Pson Lab

o—

Menu

Home
Calendar
Search
Skills
Competencies
Courses
Classes
Training History
Skill History
Competency Status
Revocations

Taken/Scheduled
Classes

Other Links
Help
Training Office
JTA
SRL
Web-Based Training

Provide Feedback

© LMS - PERSON SRL SEARCH

} Person Search

Required Skills for Cameron Clarke (cameronc) as of 6/19/2024 11:02 pm

JList (staff directory)
Help-desk, library, and facilities tickets (https://jlab.servicenowservices.com)

Requisition system, etc.

Welcome Cameron Clarke | SIGN OUT ESits Goup e faDashhoard
HOME INSIGHT MY LINKS Search O‘
(B 3 o e
o ENEReY Jefferdon Lab

o

HOME

MY BOOKMARKS

SCIENCE

ES&H

HOME A-Z INDEX

NEWS BUSINESS INTELLIGENCE

EVENTS
JLAB Calendar of Events

o s ]

+ NSTAR 2024 Conference (York, UK) (06/17 -
06/21)

Workshop on Sustainable Software Infrastructure
for Advanced Nuclear Physics Computing (06/20 -
06/22)

DOE FES Program Manager Visit (06/20 - 06/20)
Accelerator Seminar - Alimohammed Kachwala
(06/20 - 06/20)

Theory Seminar - Dennis Bollweg (06/24 - 06/24)

Welcome CAMERON CLARKE | LOGOUT|

MY LINKS Search Q

A Y

(@ ENERGY

POLICIES AND PROCEDURES

NEWS FROMAROUND THE LAB E@0

CEBAF ACCESS STATUS

m ®

LEGEND
T -
[ - —

g

misportal.jlab.org/portal/insight

+ Computer Center Helpdesk
Build SRL in JTA = Employee Self Service (ESS)
+ Events AtA-Glance
Show entries Filter By:| » Human Resources (HR)
* LMS SRL
Required Competencies (skill sets) « Onthe Menu
Competency ~| Status * « Timesheet
Radiological Worker | Show details COMPLETE
Showing 1to 1 of 1 entries First Previous 1 Next Last PERSONAL INFORMATION Bal
+ 0 items awaiting approval
Show entries Filter By]
Required Individual Skills (not part of a competency)
Skill “ | Code * Category - Last Course Taken “ | Months | Expiration Status
Acquired Since * - -
Timekeeping Principles ADMOO1 | ADMINISTRATIVE/QUALITY  3/5/2024 Timekeeping Principles 3 N/A Current
Salaried Exempt Mechanics ADMO04  ADMINISTRATIVE/QUALITY  3/5/2024 Timekeeping Mechanics 3 NIA Current

https://misportal.jlab.org/training/people/srl



https://misportal.jlab.org/training/people/srl
https://jlab.servicenowservices.com/nav_to.do?uri=%2Fhome.do%3F
https://misportal.jlab.org/training/people/srl
https://misportal.jlab.org/portal/insight/frontPage

JLAB WEB PORTAL

Ask your sponsor or support staff at the lab for guidance
Email helpdesk@jlab.org for computing assistance

Email library@jlab.org for journal/book access questions
Use the servicenow portal for facilities and other tickets

O O O O

Jefferson Lab

Mow Can We Melp You?

https://ilab.servicenowservices.com

My Open inGdents

Number Opened on Subnect Requestor "
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OFFICE 365/ OUTLOOK (ONLY FOR STAFF OR INTERNS)

o Microsoft Authenticator (MFA) setup is required for
access to Microsoft Office 365
o There are two types of Office 365 access, that can be
assigned by your supervisor or account requester:
o Full Office 365 access:
o Access to all Office apps (Teams, Outlook,
PowerPoint, etc.)
o Verify at: www.office.com
o Email-only access:
o Outlook access only
o Verify at: outlook.office365.com

Full Office 365 access

o,
J)_e,f,ﬁe-rson Lab


http://www.office.com/
https://outlook.cloud.microsoft/mail/

VIRTUAL PRIVATE NETWORK (VPN)

( ® © ® Cisco Secure Client

AnyConnect VPN:

Ready to connect.

o Provides offsite access to JLab resources as if you
are on the internal network
o Enables access to internal-only systems (e.g.,

Insight protected pages) Desktop Client

o How to connect:

o Web interface: http://vpn.jlab.org/ -

o Desktop client (setup support available via

Helpdesk)

o Authentication required: |

o MobilePASS app or USB code generator Y -

o Login format: 6-digit PIN + generated code oo (casrir

: |rasool
PASSWORD:

http://vpn.jlab.org/
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http://vpn.jlab.org/
http://vpn.jlab.org/

GITLAB (CODE.JLAB.ORG)

JLab’s hosted Git platform for version control and
collaboration
o https://code.jlab.org
o Used for managing and sharing code
repositories across projects
Login with CUE username & password (no MFA
required for web access)
Supports:
o Repository sharing and collaboration
o CI/CD pipelines
o Storage for containers, models, and artifacts
Hands-on session (later slides):
o Basic Git workflows (clone, commit, push) will
be covered.
o For advanced features & documentation:
https://pages.jlab.org/scicomp/software/code

Explore projects
Most starred  Trending Active nactive  All
Explore
|Eﬂ Projects ‘ D~ ‘ Search or filter results ‘ Q |
8 Groups

& CI/CD Catalog @ EPSCI / Hydra / Hydra_containers (3

&) Topics

X Snippets
i W  sawatzky, Brad [ Workshop Sept2024 &

J FEDAQ / drivers / jvme (@

F FEDAQ / drivers / faV3 @ T Other
Library for the Jefferson Lab fadc250 V3

HallB / XYHodo &
Analysis tools for the 2 layel

R PhysDiv / EIC-RUCIO / rucio-eic-docs () & Apache License 2

0

w5 ¥0 110 Do
Updated 2 months ago

w2 ¥0 1o Do
Updated 8 months ago

1 ¥0 110 OO
Updated 2 months ago

w1 ¥0 130 D2
Updated 3 months ago

%1 ¥0 3110 OO
Updated 3 days ago

days

w1 ¥0 310 Do
Updated 1month ago

-gitlab-docs/

-,
J)_e,f_fe-rson Lab


https://code.jlab.org/
https://code.jlab.org/
https://pages.jlab.org/scicomp/software/code-gitlab-docs/
https://pages.jlab.org/scicomp/software/code-gitlab-docs/
https://pages.jlab.org/scicomp/software/code-gitlab-docs/
https://pages.jlab.org/scicomp/software/code-gitlab-docs/
https://pages.jlab.org/scicomp/software/code-gitlab-docs/

JUPYTERHUB

o https://jupyterhub.jlab.org - JLab’s hosted Python | Server Options

notebook environment sy

Specify runtime (HH:MM:SS format, Max: 24hr)

o Provides access to GPUs and JLab file systems om0
o Supports interactive development, data analysis, and O

visualization workflows
o Authentication:

. . . . Specify GPUs per task (Max: 4)
o Requires MFA via Microsoft Authenticator ’

o MFA setup occurs during first login | |
o Contact Help Desk for setup assistance

. . I
o Getting Started Guide:
™ B L 4
) )
.
Filter files by na Q
o https://scicomp.jlab.org/docs/JupyterHub o [P |

./ || Notebook

‘) lodifi
[ ] last ye: P

— & last ye:

"~ m Downloads nths ar Pyhon
. F lastyear | lipykernel)

* o Jastye
™ jdk180152  11monthsago Y co
| Music last ye: .
™ perls ars a
I Pictures last ye: P
B Public ears ag:
. T I 2 years a Python 3
I tsclient 2 rsago | 000 [ Wevkerned
-, Vi
D Hydradog oth
0O libr

Cancel 3 M ?
= (|| ¥ =1
Back Markdown File

CUE Username & password Microsoft Authenticator code Jefferson Lab


https://jupyterhub.jlab.org/
https://jupyterhub.jlab.org/
https://scicomp.jlab.org/docs/JupyterHub
https://scicomp.jlab.org/docs/JupyterHub

VIRTUAL DESKTOP INFRASTRUCTURE SVD”

o VDI accessed via VMware Horizon, provides a remote virtual machine linked to your JLab CUE account
o Provides a RHEL9 Linux desktop with access to shared resources

o Requires RHEL9 access request via Help Desk

o Two Options: VMware client (desktop) or Web browser (no setup). Both options will be shown on vdi.jlab.org

2.

4. Enter CUE Username
(Password = MobilePASS SAS MFA PIN+Code)

VMware Horizon
CNIADS

ogin
\\\\\\\
‘—_4!‘

Log in with CUE Username and Password

You can connect to your desktop and applications
by using the VMware Horizon Client or through the
browser.

The VMware Horizon Client offers better

performance and features. 3
#X Horizon [ a seaon | wl @ o
N% DRl . 00000 . .
: @ i
Install VMware VMware Horizon
Horizon Client HTML Access
https://vdi.ilab.org Select RHEL9 machine (Windows
Web access JefferSon Lab

requires SmartCard!!) 10

o=


https://vdi.jlab.org/

JLAB FILESYSTEMS

/mss

/cache Bulk 1/0O, Tape system interaction Lustre

/volatile Bulk I/O Temporary storage Lustre

/work Source code, DB files, exe’s, etc. NFS+ ZFS
User Managed

/home Dot files, personal documents, etc NFS ssd

/farm_out Farm job stdout/stderr NFS ssd

/group or /scigroup Source code NFS ssd

Papers, thesis, analysis scripts

/scratch/SSLURM _JOB_ID  Farm job I/O to node local disk ssd
/u/scratch CUE scratch. Deprecated (Unavailable on el9)
/evmfs Software stack, Configuration.

Manual vs Auto: /home and /work require manual deletion when full (hard limits), while /cache and /volatile always allow

writes but are automatically cleaned up when over quota (soft limits).

Once on tape

auto

manual

manual

auto

Manual

auto

NO

NO

YES

NO

YES

NO

-,
J)_e,f,ﬁe-rson Lab
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JLAB FILESYSTEMS — DISK USAGE

o Web interface for checking used and available quota for JLab filesystems:

o https://scicomp.jlab.org/scicomp/workDisk

Farm Nodes
Slurm Jobs
Swif2 Jobs

Usages

N,

File System 2

Lustre
Cache
Volatile
Work
scihome

Usage History

Tape Library S

Jobs
Usage

Data Mover

Documentation v

1400
1200
1000
800
600
400

Used (TB)

200

In this usage history chart eic is counted in general.

Disk Name/User Name

¥ clas
» clas12

clas12b
¥ eic3
» general
¥ halla
* hallb
¥ hallc
* halld

halld4

@ halla

File System/Server
2fs@scifs2102
2fs@scifs2102

ceph24
2fs@scifs2104

ceph24
zfs@scifs2102
zfs@scifs2102
zfs@scifs2102
2fs@scifs2101

ceph24

o Hands-on Session (later slides):
o How to check disk usage status on ifarm
o Overall filesystem usage
o User-specific usage
o Focus: debugging “quota exceeded” issues

Date

@® hallb @ hallc @ halld eic @ general

Quota (GB)
46,075
169,670
153,600
498,428
188,185
81,972
46,057
36,427
409,600

51,200

1,681,214

Used (GB)

29,257
154,890
28,822
367,786
107,666
50,337
25,862
22,251
371,458

3,850

1,162,180

Used/Quota

63.50%

91.29%

18.76%

73.79%

57.21%

61.41%

56.15%

61.08%

90.69%

7.52%

,ggffegon Lab 1


https://scicomp.jlab.org/scicomp/workDisk
https://scicomp.jlab.org/scicomp/workDisk

JLAB FILESYSTEMS — HOW TO ACCESS

o The following systems provide access to the same shared filesystems
/home/<username>, /work, /group, /cache, /volatile
o VDI
o JupyterHub
o ifarm - recommended access method
o slurm
o Same files, same data, regardless of where you access them
Work in one system, access it from another
o Important:
o Compute resources does differ across systems, .e.g.
o ifarm nodes: ~256 physical threads per node
o VDI (RHEL): ~2 physical threads e VDI & JupyterHub: already covered, VDI will

o Systems share storage, but not compute power be revisited briefly in hands-on
e ifarm: next slide (also main hands-on focus)

* slurm: May 14 session

O
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JLAB IFARM

.lLab s shared HPC:

Computing cluster "farm"

* Has interactive capability through "ifarm"

* Two nodes (ifarm2401, ifarm2402)
* Provides access points for testing, etc.
before sending off to production farm
* Interactive nodes:
« AMD EPYC 9554 (Zen 4 "Genoa")
» 256 threads (2 sockets x 64 cores x
2 threads/core)
3.1 GHzbase/ 3.76 GHz max
e 1.5TB memory

Start here
H (tape robots)

2-factor authentication

Interactive node

|
f\
U

One ¢ % the vario n phiysical interactive

nodes directly or use
lab.org whi Mx. hes e physcal r L)« round robin schame

&

online

—-/volatile
- /cache *

[ ]Backup NO

/scratch
/scratch
/scratch
/scratch

7] Backup YES

Public

LAN
HPC interconnect
SATA interconnect

* Backed to tape. Excludes small files.

Source: https://scicomp.jlab.org/docs/getting started



https://scicomp.jlab.org/docs/getting_started

JLAB IFARM

o These nodes are shared among multiple

users

o They are powerful but intended for:
o Short interactive computation
o Code testing and development
o Job submission preparation
o Heavy or long-running workloads should
be executed on worker nodes via slurm

Start here

J

2-factor authentication

(tape robots)

acclogin.jlab.org
or
haligw jlab.org
Login Interactiva no
[\ Ifarm2401 fab.org
WV,
One can ao arn phiysical interactivi
m.1lab

&

—/volatile
- /cache *

[ ]Backup NO

7] Backup YES

Public

LAN
HPC interconnect
SATA interconnect

/scratch

* Backed to tape. Excludes small files.

Source: https://scicomp.jlab.org/docs/getting started

15
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https://scicomp.jlab.org/docs/getting_started

JLAB IFARM - ACCESSING VIA VSCODE (REMOTE SSH)

® B config — rasool [SSH: ifarm9]

o One of the easiest ways to access ifarm is using the . e—
Remote SSH extension in VS Code O e e

SSH

. . . - ifarm1802 Usen rasool
o We will go through the full setup in the hands-on session e e s M
rasool /work/er ) RequestTTY force
r html
0. html Jarour www/epsciweb/htr Host ifarm9
Wh VS c d R t SSH ? o halld_recon_jana2 s 210... 3 :Zi:N;;ZOZ;aer
y o e emo e . jana2.4.3 [wje cshelrzi( ASCOY/18:.» e ProxyJump login.jlab.org
alex_issue /w rasoolfj... | RequestTTY force

o It provides strong flexibility for remote development A e

epsciweb ForwardX11Trusted yes

o Work on remote servers as if they are local i

o Open files, terminals, run code, and debug | Hosthane ifornzann

i j i J 1 .jlab.
indra-s3.jlab.org roxyJump login.jlab.org

Sea m I ess Iy gluon159 Request orce

gluon151 2 Host epsciweb

Host ifarm2401

gluon151_hdops HostName epsciweb.jlab.org

o Run and manage multiple terminals/folders without 3 0. rdops |

ProxyJump login.jlab.org
hdmon /gluonf

repeatedly reconnecting T (il
S d . t . I I d t : ejfat~6 LEN JUTF )| N TERMINAL )|
O Same editor experience across loCal ana remote il B o e iy
. 244 116 76:76:76:9 yes 3764.2019 1500.0000 3743.0630
environments ) IR e e e e
247 119 79:79:79:9 yes 3764.2019 1500.0000 3744.1321
. . 248 120 104:104:104:13 yes 3764.2019 1500.0000 3744.4880
o Previously opened folders are saved for quick access A el e e e
251 - 3 yes 3764.2019 1500.0000 3744.4751
. . . ~ . 252 : ¥ yes 3764.2019 1500.0000 3729.2561
253 ¥ 3764.2019 1500.0000 3670.5039
O M u Itlp Ie h OStS Ca n be CO nflgu red In /D SS h/co nflg 224 126 118 110:110:13 z:z 3764.2013 1500.0000 3746.3359
255 1 127 111:111:111:13 yes 3764.2019 1500.0000 3730.2991
C t d i tI .th t b i [rasool@lfarmZMt)ltr?soolls frs:d it free shared buff/cache available
O Lonnect direcCtly without rememupering proxy .
N Swap: 4.BGi 4,061 0.0Ki
M I SSH d [rasool@1farm2401‘rasooUs df Th /scratch
jumps or compiex commands lents 0 e i us i

HELP AND FEEDBACK [rasool@ifarm2401 rasooll$ []
> SSH:ifarm9 3 master*

16 Jefferson Lab



JLAB IFARM - ACCESSING VIA VSCODE (REMOTE SSH)

Source: https://code.visualstudio.com/docs/remote/ssh

Local OS Remote Machine / VM

VS Code VS Code Server

Source Code

Theme/UI Extension

SSH Tunnel Workspace Extension Terminal Processes

Theme/UI Extension Running Application

Workspace Extension

Debugger

SSH is like a secure, encrypted tunnel over the internet (TCP) that lets you work on a remote computer as if it
were right in front of you.

Remote SSH Extension uses SSH to connect securely to a remote machine and starts a small VS Code server
there. That VS Code server mainly does all the work—opening files, running code, and handling commands. Your
VS Code on your laptop just conveys whatever actions you are taking to this server over SSH and shows you the
output of your actions. Everything happens so fast that it feels like you are working directly on the remote

machine. 17 \ggﬁgon Lab


https://code.visualstudio.com/docs/remote/ssh

HANDS-ON SESSION

J ffggon Lab
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OUTLINE

1. VS Code Setup & Basics
* Install VS Code, open folders, use terminal.
2. Remote SSH to ifarm
3. Check Filesystems Disk Capacity & Usage
4. Port Forwarding
* Access remote network apps locally via forwarded ports.
5. X11 Forwarding
* Access GUI apps running on ifarm from local machine.
6. GitLab First Commit & Push

19 Jefferson Lab



SECTION 1: VSCODE SETUP & BASICS

J ffggon Lab
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INSTALLING VSCODE

Section 1: VS Code Setup & Basics

o Go to https://code.visualstudio.com/download and download the installer that matches your operating system.

4 Windows

Windows 10, 11

User Installer

System
Installer

.zip

CLI

x6

x6

x6

x64

.deb

Debian, Ubuntu

.deb
.rpm
.tar.gz
Snap

CLI

4 rpm

Red Hat, Fedora, SUSE

21

Download Visual Studio Code

Free and built on open source. Integrated Git, debugging and extensions.

g

4 Mac

mac0S 12.0+

Intel chip Apple silicon

Intel chip Apple silicon

Universal

Click one of these
with download
icon based on
your OS



https://code.visualstudio.com/download

Section 1: VS Code Setup & Basics

VSCODE — OPENING YOUR FIRST FOLDER

o Once the download is complete, click the downloaded file and follow the installation instructions.
o After installation, launch VS Code by searching it in your operating system’s search bar.

) Welcome X

Visual Studio Code

Editing evolved

Start Walkthroughs

Lo iNawEle * Get started with VS Code
Customize your editor, learn the basics, and start coding

Q Learn the Fundamentals

(™) Get Started With GitLens (Updated

Recent

Get started with C++ development [Updated
ckend ~/Desktop/Desktop

rm9] /work/epsci

Get Started with Java Development [Updated

rm9] /home
9] [group/scicomp/www/epsciweb

veb] [varjwww

Show welcome page on startup




Section 1: VS Code Setup & Basics

VSCODE — OPENING YOUR FIRST FOLDER

o Once VS Code is open, go to File > Open Folder... from the menu.
o Create a new folder named vscodel01, select it, and it will open inside VS Code.

File Edit Selection View Go Run Terminal Window Help 2 % ) © PostG..-57m left ‘ 8 ThuMay 7 5:03PM

New Text File
New File...
New Window

New Window with Profile

Open...
Open Folder...
Open Workspace from File...

Open Recent

Add Folder to Workspace... ;tUd io COde

Save Workspace As...

Duplicate Workspace

Walkthroughs

Save

Save As... * Get started with VS Code
Customize your editor, learn the basics, and start coding

Share A
/ Learn the Fundamentals

Auto Save

Revert File ) Get Started With GitLens ((idaied)

Close Editor
Close Window Get started with C++ development [Updated
~/Desktop/Desktop
rasool [SSH: ifarm9] /work/epsci Get Started with Java Development [Updated
rasool [SSH: ifarm9] /home
html! [SSH: ifarm9] /group/scicomp/www/epsciweb Moro:.
html [SSH: epsciweb] /var/www

More...

J)_e,f_ﬁe-rson Lab



Section 1: VS Code Setup & Basics

VSCODE — OPENING YOUR FIRST FOLDER

o Once VS Code is open, go to File > Open Folder... from the menu.
o Create a new folder named vscodel01, select it, and it will open inside VS Code.




Section 1: VS Code Setup & Basics

VSCODE — OPENING YOUR FIRST FOLDER

o Once VS Code is open, go to File > Open Folder... from the menu.
o Create a new folder named vscodel01, select it, and it will open inside VS Code.




Section 1: VS Code Setup & Basics

VSCODE — OPENING YOUR FIRST FOLDER

o Once VS Code is open, go to File > Open Folder from the menu.
o Create a new folder named vscodel01, select it, and it will open inside VS Code.




VSCODE — EXPLORER VIEW

o You should now see the Explorer view on the left, showing the name of the folder.
o You'll use the Explorer view to view and manage the files and folders in your workspace.

J File Edit Selection - Q, vscode101

LD EXPLORER ) Walkthrough: Setup VS Code X

~ VSCODE101 <

Get started with VS Code

Ir editor, learn the basics,

Use Al features with Copilot for free

with Agent

You can use to generate code across multiple files, fix B -ld
errors, ask questions about your code, and much more using ul
natural language. Al

may be ina

Use Al Features

Build Workspace Show Config

2 Add Context...
y build next
> OUTLINE Code collects usage data. Read our and learn how to Agent~  Auto~ Tl

> TIMELINE

X ®0A0 J)_e,f,@r?on Lab -7




Section 1: VS Code Setup & Basics

VSCODE — ACTIVITY BAR

o Use the Activity Bar to switch between different views.
o Tip: Hover over the Activity Bar to see the name of each view and the corresponding keyboard shortcut. You can
toggle a view open and closed by selecting the view again or pressing the keyboard shortcut.

File Edit Selection *** O vscode101

@ EXPLORER Welcome X

v VSCODE101

ﬁ[> Run and Debug (Ctrl+Shift+D)
"

: D
J)_e,f_ﬁe-rson Lab




Section 1: VS Code Setup & Basics

VSCODE — ACTIVITY BAR

o When you select a view in the Activity Bar, the Primary Side Bar opens to show view-specific information.

File Edit Selection -** O vscode101

RUN AND DEBUG: RUN e Welcome X

which can be debugged or run.
Run and Debug

To customize Run and Debug

&>

J)_e,f_@r?on Lab 2o



Section 1: VS Code Setup & Basics

VSCODE — VIEW AND EDIT FILES

Select the Explorer view in the Activity Bar, and select the New File button to create a new file in your workspace.

] File Edit Selection - Q. vscode101

@ EXPLORER

v VSCODE101 &6 C D

Mew File...

- D
J)_e,f,ﬁe-rson Lab




Section 1: VS Code Setup & Basics

VSCODE — VIEW AND EDIT FILES

o Enter the name index.html and press Enter. A file will be added to your workspace and an Editor will open in the main
area of the window.

EXPLORER ) Welcome X

v VSCODE101

¢> index.html




Section 1: VS Code Setup & Basics

VSCODE — VIEW AND EDIT FILES

o Start typing some HTML code in the index.html file.

File Edit Selection *** O vscode101

@ EXPLORER index.html X

' VSCODE101 index.html > € html > @ body > & h1

index.html

Hello, VS Code !|

: D
J)_e,f_ﬁe-rson Lab




Section 1: VS Code Setup & Basics

VSCODE — VIEW AND EDIT FILES

o Add more files to your workspace and notice that each file opens a new Editor tab.
o You can open as many editors as you like and view them side by side vertically or horizontally.
o Learn more about side by side editing.
File Edit Selection -** < £ vscode101

-I:Ij EXPLORER index.htm| {} config.json README.md X

Vv VSCODE101 README.md

{} configjson 1

index.html
README.md

- D
J)_e,f,ﬁe-rson Lab



https://code.visualstudio.com/docs/getstarted/userinterface#_side-by-side-editing

.’ Code File Edit Selection View Go Run Terminal Window

VS CO D E - O P E N T E RM I NAL ® © @ Welcome —vscode101 Command Palette...

@ EXPLORER Open View...

v VSCODE101 Appearance

Editor Layout

Explorer

Search

o VS Code has an integrated terminal. Soliree Control
o Open it by pressing ™". Run
. o Extensions
o You can also use the View > Terminal menu
item.

Chat

Browser

Problems
Output
Debug Console

(i Terminal > ne Git Reposito

nnect to...

PROBLEMS  OUTPUT  DEBUG CONSOLE | TERMINAL | *** [>] powershell + ~ [ W

C:\temp\vscodelOl> |:|

> OUTLINE
> TIMELINE

X Pmaint® @0A0 @o Ln6,Col 1 Spaces:4 UTF-8 CRLF Markdown [Q




Section 1: VS Code Setup & Basics

VSCODE — RUN A COMMAND IN TERMINAL

In the terminal, enter the following command to create a new file in your workspace.

o echo "Hello, VS Code" > greetings.txt
The default working folder is the root of your workspace. Notice that the Explorer view automatically picks up and
shows the new file

File Edit Selection --* £ vscode101

| @ EXPLORER index.html README.md £ greetings.txt X

V' VSCODE101 I £ greetings.txt
= greetings.txt 1 Hello, VS Code
index.html

README.md

PROBLEMS  OUTPUT  DEBUG CONSOLE  TERMINAL **° [-] powershell <+~ [ W -

C:\temp\vscodel®l> echo > greetings.txt
C:\temp\vscodel@l> D

> OUTLINE
> TIMELINE
X Pmaint® ®0A0 WO Ln1,Col1 Spacess4 UTF-16LE CRLF PlainText 0 J)_e,f_fe'rson Lab 35




VSCODE — MULTIPLE TERMINALS

Section 1: VS Code Setup & Basics

o You can open multiple terminals simultaneously. Select the Launch Profile dropdown to view the available shells and

choose one.

PROBLEMS OUTPUT DEBUG CONSOLE

C:\temp\vscodelO®l> D

TERMINAL

PowerShell (Default)

JavaScript Debug Terminal
Ubuntu-22.04 (WSL)

Split Terminal

Configure Terminal Settings

Select Default Profile

Run Task...

Configure Tasks...

powershell ‘|‘ v |I| lﬁl

2
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VSCODE — KEYBOARD SHORTCUTS

Section 1: VS Code Setup & Basics

o You can view all VS Code keyboard shortcuts for your operating system by going to the Help menu (top-
left corner) and selecting “Keyboard Shortcuts Reference.”
o This will open a webpage with a complete shortcut cheat sheet tailored to your OS.

o The next slide also highlight some of the most useful shortcuts to get you started.

@€ Code File

®
6
Q

@® vscodel101

EXPLORER

~ VSCODE101

Edit

Selection

View

Go

Run

Terminal

Window

Help

Q [Search

Welcome

Show All Commands

Documentation

Editor Playground

Open Walkthrough...

Show Release Notes

Get Started with Accessibility Features
Ask @vscode

Keyboard Shortcuts Reference [#K R]
Video Tutorials

Tips and Tricks

Join Us on YouTube
Search Feature Requests

Report Issue

View License

Privacy Statement
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VSCODE — KEYBOARD SHORTCUTS

Prefix: Cmd (Mac) / Ctrl (Windows/Linux)

Editing Search & Navigation

Select text - <prefix> + D <prefix> + P - Quick Open (search files in project)
o Select next matching word (multi-cursor editing) <prefix> + Shift + F > Search across entire project
Select text - <prefix> + Shift + L (workspace)

o Select ALL matching words in file <prefix> + F = Search inside current file

<prefix>+ / - Comment / uncomment a line or selection

<Alt + T / 4> (Mac: Option + 1~ / I/) > Move lineup or U/ Panels

down <prefix> + B - Toggle sidebar (file explorer)
<Shift + Alt + T~ / {> - Copy line up or down <prefix> + ] > Toggle bottom panel (terminal)

File & Code Productivity
<prefix>+ S - Save file
<prefix>+ N - New file
<prefix>+ W - Close tab/file
<prefix> + Z > Undo

<prefix> + Shift + Z - Redo

38 Jefferson Lab



SECTION 2: REMOTE SSH TO IFARM
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VSCODE — REMOTE SSH TO IFARM

o For SSH access to ifarm using VSCode, we just need these two:
o VSCode - already downloaded & installed (previous slides).
o Remote-SSH extensions - upcoming slides.

EXTENSIONS: MARK... B Extension: Remote - SSH X

remote

Remote - SSH

Microsoft cre “on ® 34,235,296 R ELr(212)
)— Open any folder on a remote machine using SSH and take advantage of VS Code's full feature set.

Remote Reposit... (@ 5.9\ Install Vv Auto Update

Remote Explorer

DETAILS
Remote Develop...

Marketplace
Visual Studio Code Remote - SSH e
Remote - Tunnels

The Remote - SSH extension lets you use any remote machine with a SSH server as your development Version

Install v environment. This can greatly simplify development and troubleshooting in a wide variety of situations. You can: Published

Last Released

Remote - SSH (@342m * Develop on the same operating system you deploy to or use larger, faster, or more specialized hardware
Open any folder on a remot... :
) than your local machine.
€ Microsoft Install

Quickly swap between different, remote development environments and safely make updates without Categories

Remote - SSH: ... ; worrying about impacting your local machine. Other

Access an existing development environment from multiple machines or locations.

Debug an application running somewhere else such as a customer site or in the cloud.

2
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VSCODE - INSTALLING REMOTE SSH EXTENSIONS

EXTENSIONS: MARK...

remote

Remote Explorer

‘©® 5.9M

Install Vv

‘® 8.6M

Install

Install Vv

. Remote - SSH {®342M
EXte nsions Open any folder on a remot...

€ Microsoft

Azure Machine L... {g2.5M

Click here

& 1 .

Install v

B Extension: Remata

Remote - SSH
ft.co ® 34235296 | WRwirir(212)

Microsoft @
)— Open any folder on a remote machine using SSH and take advantage of VS Code's full feature set.

Install Vv Auto Update

DETAILS

Visual Studio Code Remote - SSH

The Remote - SSH extension lets you use any remote machine with a SSH server as your development

environment. This can greatly simplify development and troubleshooting in a wide variety of situations. You can:

Develop on the same operating system you deploy to or use larger, faster, or more specialized hardware
than your local machine.

Quickly swap between different, remote development environments and safely make updates without
worrying about impacting your local machine.

Access an existing development environment from multiple machines or locations.

Debug an application running somewhere else such as a customer site or in the cloud.

No source code needs to be on your local machine to gain these benefits since the extension runs commands

and other extensions directly on the remote machine. You can open any folder on the remote machine and work

Marketplad

Identifier

Version
Published

Last Released

Categories

Other

Resources

1 Reposito

Section 2: Remote SSH to ifarm
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VSCODE - INSTALLING REMOTE SSH EXTENSIONS

o Installing “Remote — SSH” extension also installs:

o Remote Explorer

o Remote - SSH: Editing Configuration Files
o Only install Remote — SSH (others come automatically)

o Remote — SSH (Core)

©)
©)
©)
©)

Connect to remote machines via SSH

Work as if VS Code runs on the remote system
Open files, run terminal, debug

Engine for remote development

o Remote Explorer (Ul)

o View saved hosts & environments

o One-click connect
o Dashboard/sidebar

o Remote - SSH: Editing Configuration Files
o Edit ~/.ssh/config in VS Code
o Add hosts, users, Proxylump

o Configuration tool

All three extensions show no
download icon, showing
they’re automatically installed
with Remote - SSH.

EXTENSIONS: MARK...
remote

Remote Explorer

Remote Reposit... {©59M
Install v
Remote Develop... <(©86M

Install
Remote - Tunnels ©83M
Install v

Remote - SSH O 199ms
Open any folder on a remot...

& Microsoft 3

Remote - SSH: Editing C...

Azure Machine L... {g25M

A 2

Install vV

Section 2: Remote SSH to ifarm

B Extension: Remote - SSH X

Remote - SSH

Microsoft &
>— Open any folder on a remote

Switch to Pre-Release Version  Di

DETAILS

Visual Studio Code Remote -

The Remote - SSH extension lets you use any remote mac

environment. This can greatly simplify development and trg

Develop on the same operating system you deploy
than your local machine.
Quickly swap between different, remote developme
worrying about impacting your local machine.

* Access an existing development environment from

® Debug an application running somewhere else such

No source code needs to be on your local machine to gain
and other extensions directly on the remote machine. You {

withi it just as you would if the folder were on your own ma

Download icon

J)_e,fi;gon Lab 4



Section 2: Remote SSH to ifarm

VSCODE — SETTING UP SSH CONFIG FILE

Go to Remote Explorer panel using Activity Bar and click on settings icon. Now hit enter selecting ~/.ssh/config
file

i
REM.. = Remotes (T v - B8 Extension: Remote ~SSH X C:\Users\rasool\.ssh\config
REMOTES (TUNNELS/... U L C:\ProgramData\ssh\ssh_config
Vv SSH &+ R( Settings specif f
Help about SSH config

Mici_ e —
>— Open any folder on a remote machine using SSH and take advantage of VS Code's full feature set.

Switch to Pre-Release Version  Disable Uninstall Vv " Auto Update
DETAILS

Marketplace

Visual Studio Code Remote - SSH

Identifier

The Remote - SSH extension lets you use any remote machine with a SSH server as your development Version
environment. This can greatly simplify development and troubleshooting in a wide variety of situations. You can: Published

Last Released
* Develop on the same operating system you deploy to or use larger, faster, or more specialized hardware

than your local machine.

A S 7 - _ . Categories
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Section 2: Remote SSH to ifarm

VSCODE — SETTING UP SSH CONFIG FILE

o This will open an empty ~/.ssh/config file to edit:

REMOTE EXPLORER = Remotes (Tunnels, ~» - = config X

* REMOTES (TUNNELS/55H)
SSH 1




VSCODE — SETTING UP SSH CONFIG FILE

o Paste the exact content into the config file, then press Ctrl/Cmd + S to save. Make sure the
indentation (tabs and spacing) is correct.

Host login.jlab.org M  REM. Remotes(Ti~ - = config X
HostName login.jlab.org REMOTES (TUNNELS/SSH) C: > Users > rasool > ssh > = config
User <your_jlab_username> )V SSH ‘:. .org
; ) login jlab.org 2 HostName login.jlab.org
# P User rasool
Host ifarm =
: Host if:
HostName ifarm . H;Si;';‘me .
User <your_jlab_username> User rasool
ProxyJump login.jlab.org zroxyjz:'%ligln-ﬂab-org
9 eques orce
RequestTTY force 1€ ForwardX11l yes
ForwardX11 yes @ 11 ForwardX11Trusted yes

ForwardX11Trusted yes

o You will start seeing host names in the Remote
Explorer Panel

Note: Replace <your_jlab_username> with your actual
JLab username in the file. 45 J}_e,f,ﬁe-rson Lab



VSCODE — SSH CONFIG FILE EXPLANATION

o login.jlab.org
o Hostlogin.jlab.org <
o Defines a connection named login.jlab.org
o HostName: actual server address
o User: username used to log in (rasool)

This defines the display name shown in the Remote Explorer
panel for this connection—you can name it anything you prefer.

o ifarm

o Hostifarm <
o Defines a connection named ifarm

o HostName: actual server address

REM..  Remotes (Tt v - = config X

REMOTES (TUNNELS/SSH) 2 I > = nf

o User: username used to log in (rasool) Co R e
o ProxyJump login.jlab.org: fo || & o ' Hl

o connects via login server first (jump host) 5 || N
o RequestTTY force: forces interactive terminal session | Remesty force
o ForwardX11yes / ForwardX11Trusted yes L | fomansairrusted ys

— Required for X11 forwarding (later slides)

46




Section 2: Remote SSH to ifarm

VSCODE - CONNECT TO IFARM

o Goto Remote Explorer and click on open in new window icon:

REMOTE EXPLORER  Remotes (Tunnels; v = config

REMOTES (TUNNELS/55H)

55H Host login.jlab.org
login.jlab.org *+ HostName login.jlab.org
> O ifarm : User rasool

Host ifarm

HostName ifarm

User rasool

ProxyJump login.jlab.org
RequestTTY force
ForwardX1l yes
ForwardX11Trusted yes




Section 2: Remote SSH to ifarm

VSCODE - CONNECT TO IFARM

o A new window will open with a password prompt.
o Enter your 6-digit PIN + MobilePass/USB token.
o You are logging into login.jlab.org, which acts as the gateway to access ifarm.
o The ProxyJump login.jlab.org setting in the config automatically handles this intermediate step.

Press 'Enter’ to confirm your input or "Escape’ to cancel

J)_e,f_ﬁe-rson Lab



Section 2: Remote SSH to ifarm
VSCODE - CONNECT TO IFARM

o After entering your password for login.jlab.org, a second prompt will appear for @ifarm. Enter your CUE (JLab) account
password to complete the login.

o For any additional pop-ups, simply select the default trusted option such as “Linux” or “Continue”, depending on what
is shown.

Press ‘Enter’ to confirm your input or ‘Escape’ to cancel

Linux
Windows
macOS

“ifarm9" has fingerprint "SHA256:IxAZjU2BeGi+ 10IxYkrt6zCOrhidf9QI6SUyxqtPAV4".

Continue

Cancel




VSCODE - CONNECT TO IFARM

o After completing all the prompts, you will be successfully connected to ifarm. You should now see “SSH: ifarm”
displayed in the bottom-left corner of VS Code, confirming the connection is active.

»$ SSH: ifarm

50 Jefferson Lab



VSCODE — OPEN A FOLDER ON IFARM

o To open afolder on ifarm, go to the Explorer panel in the Activity Bar and click “Open Folder”.
o A prompt will appear at the top where you can enter a directory path to navigate to.
o For now, simply hit Enter to use the default path, which is your user directory (/home/<username>).

Open Folder
) welcome X | /home/rasool/ | ShowlLocal
NO FOLDER OPENED

~ .apptainer
Connected to remote.

.cache
Open Folder .config
.copilot

You can clone a repository locally. ior
= i CUrso

Clone Repository : LCUrsor-server
.dbus

.dotnet

gk

.gradle

To learn more about how to use Git and

source control in VS Code

Jintel
.ipynb_checkpoints

ipython

2
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Section 2: Remote SSH to ifarm

VSCODE — OPEN A FOLDER ON IFARM

o After connecting to a folder once on a host that path get saved and next time you can directly connect to host on that
path by just clicking on that path

REMOTE EXPLORER = Remotes (Tunnels, ~» - Welcome *J Release Notes: 1.1

REMOTES (TUNNMNELS/55H)
SSH ] _
_J ifarm

rasool /home/raso ¥ Show release notes afte

Follow us on

Release date: April 29, 2026

Open remote folder in current window Open remote folder in new window

"y,
J)_e,f_ﬁe-rson Lab
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SECTION 3: FILESYSTEMS DISK CAPACITY

J ffggon Lab
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Section 3: Filesystems Disk Capacity

IFARM — CHECKING FILESYSTEMS DISK CAPACITY

o In Slide 11 (“JLAB Filesystems”), we discussed that /home and /work have hard storage limits. If the total
capacity is reached, you will encounter a “disk quota exceeded” error. -h (human-readable)
o Now, let’s look at some useful commands to check disk usage: displays storage in KB,
o df-h > Displays disk usage for all filesystems on the system MB, GB, etc., instead of
o Focus mainly on /w (/work) and /home, as these are most relevant for you | "W bytes

[rasool@ifarm2401 ~]$%

Filesystem i Used Avail Use% Mounted on

devtmpfs : ® 4.eM 0% /dev

tmpfs 1.3M 756G 1% /dev/shm

tmpfs ; 772 302G 1% /run

efivarfs 51 54K 454K 11% /sys/firmware/efi/efivars
/dev/mapper/ifarm2401- : 126 21G 36% /

/dev/md126 .0G 555M 7.4G % /boot
/dev/md124 . 7.5M 4.6 1% /boot/efi
/dev/mapper/ifarm2401-var . 1.4G 2.6G 35% /var
/dev/md125 4.0T 24T 15% /scratch

113M
372M
61IM
47M
611M
47M
47M
47M

/dev/mapper/ifarm2401-tmp
/dev/mapper/ifarm2491-var_cache
/dev/mapper/ifarm2401-var 1ib dkms
/dev/mapper/ifarm2491-var_crash
/dev/mapper/ifarm2401-var log
/dev/mapper/ifarm2491-var_spool abrt
/dev/mapper/ifarm24@1-var spool slurm
/dev/mapper/ifarm2491-var_spool tfmrex
/dev/mapper/ifarm2401-var_tmp
/dev/mapper/ifarm2401-var log audit
farm@f2decd6e-8e43-1110-a3a99-a036bcc87e3b. ceph24=/ 115T ) 12% /ceph24

jlabhome: /ifs/cuehome 4.8T 3.3T 60% /u/home
172.17.1.21@021b:172.17.1.22@02ib: /lustre24/expphy/volatile 7.2P 4. 64% /lustre24/expphy/volatile
ccioroun /work/1inke indirect [~ 3 0% Jwi/wiork
scshelf2101host-ib:/scshelf2101/halld ) 364T 37T 91% /w/halld-scshelf2101
jlabgrp: /group 21T ) 51% /u/group
scshelf2102host-ib:/scshelf2102/halla 3 0% /w/halla-scshelf2102
scshelf2102host-ib: /scshelf2102/halla/sbs 45% /w/halla-scshelf2102/sbs
scshelf2102host-ib: /scshelf2102/hallb 0% /w/hallb-scshelf2102
scshelf2102host-ib: /scshelf2162/hallb/clas12 93% /w/hallb-scshelf2102/clas12

96 2% /tmp

.6G 5% /var/cache

.96 2% /var/lib/dkms

.9G 3% /var/crash

.4G 16% /[var/log

3% /var/spool/abrt
3% /var/spool/slurm
3% /var/spool/tfmrex
251M a% [var/tmp

87M 5% /var/log/audit

00 = NODONNNLOBNDSHDOO®
N e W W N




Section 3: Filesystems Disk Capacity

IFARM — CHECKING FILESYSTEMS DISK CAPACITY

o df-h. - Shows filesystem details for the current directory
o df -h <path_to_directory> > Shows filesystem details for the given directory
o If you encounter a quota error, navigate to the affected directory and run:

o df-h.ordf-h<path to directory>

[rasool@ifarm2401 ~]1$ df -h .
Filesystem Size Used Avail Use% Mounted on

jlabhome:/ifs/cuehome 8.0T 4.8T 3.3T 60% /u/home

[rasool@ifarm2401 ~]$ df -h /work/epsci/rasool/
Filesystem Size Used Avail Use% Mounted on

scshelf2103host-ib:/scshelf2103/epsci 2.0T 1.6T 426G 80% /w/epsci-scshelf2103
[rasool@ifarm2401 ~1$ Ji

Note: df shows overall disk usage and capacity for entire filesystem(s) (across all users)



Section 3: Filesystems Disk Capacity

IFARM — CHECKING FILESYSTEMS DISK CAPACITY

o Since you cannot delete other users’ files, the quickest way to resolve a disk quota issue is to check your
own disk usage and remove unnecessary files.
o To see how much space your files are using within a directory, run:
o du-h --max-depth=1 - size of current directory + immediate subfolders
o -h = human-readable sizes (KB, MB, GB)
o du-ah —max-depth=1 - includes individual files as well
o -a —» includes all files (not just directories)

[rasool@ifarm2401 gluex_hydral$ du -ah —--max-depth=1
251M . /backend

24K ./robots.txt

24K ./.htaccess-old

24K ./index.html

24K ./manifest.json

24K ./.htaccess

1.2G ./static

512K ./favicon_io

24K ./asset-manifest.json
1.4G .

[rasool@ifarm2401 gluex_hydral$ |

Note: --max-depth=1 limits the output to one level of subdirectories, avoiding deeply nested listings

-
Jefferson Lab



IFARM — FILESYSTEMS DISK CAPACITY & VSCODE

o As mentionedin Slide 17 (“VS Code Remote SSH”), VS Code installs a VS Code Server on the remote
machine before connecting.

o By default, it is downloaded to your home directory: /u/home/<username>
o If the /home filesystem is full - the server cannot download - connection fails

o How to Avoid

o Store any large or space-taking files in the /w(/work) directory instead of /home to prevent the home
filesystem from filling up

o If you frequently face this issue, you can redirect VS Code to install the server in /work (/w) instead of
the default /home directory:

o https://stackoverflow.com/questions/62613523/how-to-change-vscode-server-directory

o In most cases, using your allocated /work directory for project work significantly reduces the
chances of running into storage quota issues

Jefferson Lab
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IFARM — FILESYSTEMS DISK CAPACITY & VSCODE

o As mentionedin Slide 17 (“VS Code Remote SSH”), VS Code installs a VS Code Server on the remote
machine before connecting.

o By default, it is downloaded to your home directory: /u/home/<username>
o If the /home filesystem is full - the server cannot download - connection fails

o How to Fix
o Free up spacein /home

o Loginto VDI (since VS Code won’t connect and VDI has access to the same filesystem)

o Open terminal in your home directory and check capacity & usage:
o df-h.

o du-ah --max-depth=1
o Delete unnecessary files:

o rm -rf./.cache

o rm -rf ./.vscode-server

Jefferson Lab



Section 3: Filesystems Disk Capacity

IFARM — FILESYSTEMS DISK CAPACITY & VSCODE

o Loginto VDI

4. Enter CUE Username
(Password = MobilePASS SAS MFA PIN+Code)

VMware Horizon

You can connect to your desktop and applications
by using the VMware Horizon Client or through the

[
browser. - . .
The VMwars Horlzon Client offers better Log in with CUE Username and Password
performance and features. 3
X Horizon [_a s | L EB00
- w g
Install VMware VMware Horizon
Horizon Client HTML Access
https://vdi.ilab.org Select RHEL9 machine (Windows

Web access requires SmartCard!!)


https://vdi.jlab.org/

IFARM — FILESYSTEMS DISK CAPACITY & VSCODE

o Open terminal:

Activities Jun22 16:28 e
Click activities
button

O R E @O0

2

Click Terminal Icon J)_e,fi;gon Lab



Section 3: Filesystems Disk Capacity

IFARM — FILESYSTEMS DISK CAPACITY & VSCODE

o Check usage:
Terminal

Activities Terminal

[ rasool@cue-vdi942:~
| rasool@cue-vdi942:~ [rasool@cue-vdi942 ~]$ pwd
/u/home/rasool
[rasool@cue-vdi942 ~]$ du -ah -—-max-depth=1
. /Downloads
./Pictures
./libmariadb.so.3
./.copilot
./.viminfo
./ .cshrc

[rasool@cue-vdi942 ~]$ df -h .

Filesystem Size Used Avail Use% Mounted on
jlabhome: /ifs/cuehome 8.0T 4.8T 3.3T 60% /u/home
[rasool@cue-vdi942 ~]$

./ .vscode-server
./.cursor

o Now delete as required using the remove command:

[rasool@cue-vdi942 ~]$ rm -rf ./Hydra.log

[rasool@cue-vdi942 ~]$

o Once you see sufficient free space using df -h ., you can retry connecting through VS Code and it should
work.
o In most cases, deleting ./.vscode-server and ./.cache is enough to resolve the issue.

Jefferson Lab &1



SECTION 4: PORT FORWARDING

J ffggon Lab
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PORT FORWARDING

o Port Forwarding
o What is this?
Remote server runs an app on a specific port (e.g., 3000)
This port is not directly accessible from your laptop
Port forwarding creates a secure tunnel
localhost:3000 - connects to remote port 3000
o Makes the remote app behave like it’s running locally
o Without it, you can’t access remote services in your browser

O
O
O
O

Your laptop Remote server

localhost:3000 SUe UL port 3000

Browser here v App running here

Without this: port not reachable from laptop

\g_e,ﬂiejr?on Lab 63



PORT FORWARDING

o Port Forwarding in Visual Studio Code
o Automatically detects running ports (e.g., 3000, 8000)
o Forwards them with no manual setup
o Open via:
o Browser by entering localhost URL
o Or Ctrl/Cmd + click the link on terminal

o Without VS Code
o Manual setup required for each port:
o ssh-L 3000:localhost:3000 -J <username>@Iogin.jlab.org <username>@ifarm.jlab.org
o -Lforwards a local port to a remote service — Port Forwarding
o -Juses an intermediate jump host (ProxyJump) to reach the target server.
o Need to repeat for every new port

J)_e,fi;gon Lab &4



RUNNING NETWORK BASED APPS ON IFARM

/\ Port Already in Use Error
o When running network-based applications on ifarm that require a fixed port, you may encounter a

“Port Already in Use” error
o It’s because ifarm is a shared system and ports may already be used by other users
o If a portis occupied, your app cannot start because it cannot bind to the required port
o Solution: You must switch to an available (unused) port in that case.
o Check used ports:
o netstat -tulp = lists all active ports n

o netstat -tulp | grep 6062 - check a specific port
o Inupcoming example, the setup

[rasool@ifarm2482 ~]$% netstat -tulp | -
(Mot all processes could be identified, non—owned process info aUtomatlca”y selects an available
will not be shown, you would have to be root to see it all.) port and Visual Studio Code

Active Internet connections (only servers) .
Proto Recv-0 Send-Q Local Address ore g State PID/Program name forwards it.

tcp localhost: 8962 LISTEN c ) .
tep localhost:dynamid LISTEN o So you likely won’t face this

1
.0,
.0.
tcp localhost: 9003 « 0. LISTEN i i
tep localhost:cslistener .0. LISTEN issue in the demo
.0.
.0,

tcp localhost:etlservicemgr LISTEN
tcp Localhost: 9084 LISTEN

[rasool@ifarm2402 ~]$ netstat -tulp | arep 6062
(Not all processes could be identified, non—-owned process info
will not be shown, you would have to be root to see it all.)

tcp 0 ® localhost:606: 0.0.0.0:% —
tcpb 0 ® localhost:6062 [:2]:% J)_e,f_'ﬁe-rson Lab 55




VSCODE — PORT FORWARDING (EXAMPLE)

Section 4: Port Forwarding

o After SSH’ing into ifarm open terminal (Ctrl/Cmd + °):

o Clone a simple app that visualizes static data:
o git clone https://code.jlab.org/rasool/sales-viz.git

o Move into the cloned directory:
o cd sales-viz

o Install all required dependencies before running the app:
o npm install

o Run the application:

1. O npm run dev
[rasool@ifarm2402 ~/gspda-vscodel@1]$ git clone https://code.jlab.org/rasool/sales-viz.git

Cloning into 'sales-viz'...

remote: Enumerating objects: 2403, done.

remote: Counting objects: 100% (2403/2403), done.

remote: Compressing objects: 100% (1676/1676), done.

remote: Total 2403 (delta 688), reused 2403 (delta 688), pack-reused @ (from 0)
Receiving objects: 100% (2403/2403), 9.32 MiB | 30.59 MiB/s, done.

Resolving deltas: 100% (688/688), done.

Updating files: 100% (2256/2256), done.

[rasool@ifarm2402 sales-vizl$ npm install
up to date, audited 65 packages in 810ms

7 packages are looking for funding
run “npm fund® for details

2 moderate severity vulnerabilities

rasool@ifarm2402 ~/aspda-vscodeldl

4

C ® 127.0.0.1:5173

1 Gmail & CS 8803: Intro to... @ Need For Goal (Sn... [ Al&DistributedArc... [ CarOptions

Local Browser
$ cd sales—-viz

[rasool@ifarm2402 sales-vizl$ npm run dev

> sales-viz@0.0.0 dev
> vite

VITE v4.3-1% Eollow link (cmd + click)
» Local:
-=host
h

7

To address all issues (including breaking changes), run:

npm audit fix ——force

Hover over link to see this message
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VSCODE — PORT FORWARDING

o You can also open the Ports panel in VS Code to view all currently running application ports and see where
they are being forwarded. With the previous app running, the Ports panel looks like this.

DEBUG CONSOLE TERMINAL PORTS @8

Forwarded Address Running Process Origin
5173 127.0.0.1:5173 Auto Forwarded
Add Port

o To stop the running application, press Ctrl + C in the terminal. You can also use Cmd/Ctrl +
click here to open the port

directly.
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SECTION 5: X11 FORWARDING
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X11 FORWARDING

o X11 Forwarding (GUI over SSH)
o Allows running GUI apps on a remote server and displaying them locally
o Unlike port forwarding (network apps), X11 is for graphical applications
o Example
o Run apps like xclock, ROOT on ifarm
o GUI window appears on your local machine

o Requirements
o Local system needs an X server
o macOS - XQuartz (https://www.xquartz.org/) N |
o Windows = VcXsrv (https://sourceforge.net/projects/vexsrv/) =
o Linux = built-in support

J)_ej,ﬁggon Lab &9
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X11 FORWARDING — USING VDI

o Easier Option — VDI
o Use VDI for GUI applications
o Already supports graphical display (no setup needed)
o Shares the same filesystem with ifarm

o When to use
o Works if the app does not require ifarm-specific compute resources or environment
o If heavy computation or ifarm-only setup is needed:
o use ifarm with X11 forwarding instead (next slides)

o How it works
o Loginto VDI
o Run GUI apps directly from the terminal
o No X11 forwarding or X server required

J)_e,fi;gon Lab 7o



X11 FORWARDING — USING VDI

o Loginto VDI

4. Enter CUE Username
(Password = MobilePASS SAS MFA PIN+Code)

VMware Horizon

You can connect to your desktop and applications
by using the VMware Horizon Client or through the

browser. - k
The VMware Horizon Client offers better Log | n Wlth CU E U Sern a m e a n d Pa SSWO rd
performance and features.
3.
g Horizon l Q search l IR OIS
N =S 1. @44 SSSSS——
. g i

Install VMware VMware Horizon
Horizon Client HTML Access

Check here to skip this screen and ETEED e —

always use HTML Access. VDI (NEW)

Red Hat

https://vdi.jlab.org | Select RHEL9 machine (Windows
Web access requires SmartCard!!)

\g_e,f_ggon Lab 74
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X11 FORWARDING — USING VDI

o Open the terminal

1 Activities Jun22 16:28 e

Q Type tosearch

Click activities
button

O R E®@QO D

2

. _ 2
Click Terminal Icon JefferSon Lab 7,



Section 5: X11 Forwarding

X11 FORWARDING — USING VDI

o Run the GUI app

Activities Terminal

[+] rasool@cue-vdi942:~

< rasool@cue-vdi942 ~]$ xclock
@l Warning: Missing charsets 1in String to FontSet conversion

J)_e,ﬁ;gon Lab 73



X11 FORWARDING — BY SSH’ING TO IFARM

o As during SSH config setup for ifarm, we already added
following to ~/ssh/config file:
o ForwardX11 yes
o ForwardX11Trusted yes
o Now, you only need to install an X server on your local
machine based on your OS:
o macOS - XQuartz
o (https://www.xquartz.org/)
o Windows = VcXsrv
o (https://sourceforge.net/projects/vexsrv/)
o Linux = Built-in support
o (no additional setup needed)

REM...  Remotes (T1

REMOTES (TUNNELS/SSH)
SSH
— login.jlab.org

J ifarm

Section 5: X11 Forwarding

config X

Host login.jlab.org
HostName login.jlab.org
User rasool

Host ifarm
HostName ifarm
User rasool

ProxyJump login.jlab.org
RequestTTY force
ForwardX11 yes
ForwardX11Trusted yes
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X11 FORWARDING — BY SSH’ING TO IFARM

o Once X server is installed:
o SSH into ifarm using VS Code as before.
o Open the VS Code terminal and run any GUI
application
o The X server will:
o Start automatically
o Display the remote app’s GUI on your local
machine.
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X11 FORWARDING — BY SSH’ING TO IFARM

/\ Offsite GUI Slowness (ifarm)

O

If you run a GUI app on ifarm while offsite, it
may become very slow
This happens because the X Server is running
on your local machine, outside the JLab
network
As a result, GUI rendering and interactions
can lag significantly
Fix:
o Loginto the VDI
o Open aterminal inside VDI wrmng:
o SSH into ifarm from there and run your
application
This way, the X Server runs inside the JLab
network, making GUI performance much
smoother

Section 5: X11 Forwarding

rasool@ifarm2402:~

ful login.

ful login.

ful login.

ful login.

conversi

§ xclock
rsets in String to FontSet conversi

conversi

conversion
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X11 FORWARDING — BY SSH’ING TO IFARM

/\ Offsite GUI Slowness (ifarm)
o Fix:
o SSH command:
o ssh -Y -J <username>@]login.jlab.org <username>@ifarm.jlab.org
o -Y =X11 forwarding with encryption
o -J=Proxylump
o In most cases performance is fine, but if you experience slowness, this is the recommended workaround

SSH to ifarm Enter PIN + USB/MobilePass Token
[rasool@cue-vdi9l22 ~]% ssh -¥Y -J rascol@login.jlab.org rascol@ifarm.jlab.org
(rasool@login.jlab.org) Password: Enter JLab Account Password

rascol@ifarm.jlab.org's password:

Run the app

trasncl@ifa}mz'“’ ~]1% xclock

Warning: Missing charsets in String to FontSet conversion
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SECTION 6: GITLAB FIRST COMMIT & PUSH
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GITLAB - (CODE.JLAB.ORG)

o What s Git?
o Aversion control system that tracks changes in your code over time
o Think of it as a save history for your project

o Why use Git?
o Go back to previous versions if something breaks
o See what changed and when
o Work on new features without affecting the main code

o Collaboration
o Multiple people can work on the same project
o Changes can be combined safely

o In short: Git helps you manage, track, and safely update your code
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GITLAB - (CODE.JLAB.ORG)

GitLab
A web-based platform built on top of Git for collaboration and project management
Makes working with Git repositories easier through a visual interface

O

©)
O
O

In short: Git handles version control. GitLab turnsitinto a
collaborative development platform.

Adds team-level tools beyond version control

On top of Git, it enables:

o Remote repositories (cloud-based code storage)

o Collaboration via merge requests (code reviews)

o lIssue tracking (bugs, tasks, features)

o CI/CD pipelines (automated testing & deployment)
o Project wikis and documentation

Section 6: GitLab First Commit &

=

Sawatzky, Brad f Workshop Sept2024 &

J  FEDAQ/drivers / jvme O

F FEDAQ / drivers [ faV3 @ 7 Other
Library for the Jefferson Lab fadc250 '3

HallB / XYHodo @&
Analysis tools for the 2 layer XYHodoscoj

R PhysDiv / EIC-RUCIO | rucio-eic-docs () T Apache License 2.0

Explore projects
Most starred  Trending  Active  Inactive  All
Explore
IED Projects | D - ‘ Search or filter results ‘Q‘
80 Groups
& CI/CD Catalog rﬁ) EPSCI { Hydra [ Hydra_containers (&
& Topics
X Snippets

#*1 ¥0 110 0o
Updated 2 months ago

w1 ¥0 10 02
Updated 3 menths ago
w1 ¥0 10 OO
Updated 3 days ago
@1 ¥0 110 o
Updated 5 days ago

w1 ¥0 10 0o
Updated 1 month ago
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GITLAB — CREATING A NEW REPO

o Login to the GitLab instance deployed at code.jlab.org using your JLab or federated account
credentials.

o Use your JLab CUE account if you have one for creating repo

& > G [ O htipsi//codejlab.org/explore/projects/active

Ww» Explore Q Search or go to... /
Explore & Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ X
() Projects
Explore / Projects
%0 Groups
& CI/CD Catalo .
. Explore projects
&3 Topics
X Snippets Active  Inactive  Trending
| HORY ‘ Filter or search (3 character minimum) ‘ Q | Updated date v | 1F
q | HalB/clas12/hipo-cpp 22} Q 0¥ 111106
HIPQO C++ library Updated 16 hours ago
; w0 ¥o0ii0oo
() H Halle/PRad_X17 [ PRadX17_Trigger & Updated 20 hours ago
a 2D Accelerator / OPS / ACS / Stand-Alone Servers / cedweb & w0 [15
“” Web Interface to the CEBAF Element Database (CED) Updated 21 hours ago
a = HallB / clas12 / container-forge & wo¥on3m7
Containerization of CLAS12 Software Updated 1 day ago
O HallB / clas12 / coatjava / coatjava & © wo¥1i12
Read-only mirror of github.com:jeffersonlab/coatjava Updated 1 day ago
(@ D David Lawrence / AMSC SUF IP & wo J“p’dg‘e{ﬁ Sayczgg
@ Help
& Collapse sidebar @l Kripko, Aron / calcode & O Ho0o¥onnoo

https://code.jlab.org/

2
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GITLAB — CREATING A NEW REPO

o Login to the GitLab instance deployed at code.jlab.org using your JLab account credentials.

& Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ x

JefferSon Lab

GitLab Community Edition

I % Login with your institution credentials I

=
[_] Remember me

https://code.jlab.org/
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GITLAB — CREATING A NEW REPO

Section 6: GitLab First Commit &

o Login to the GitLab instance deployed at code.jlab.org using your JLab account credentials.

,Jrgf,f;gon Lab

\sername

\User

Log In with a JLab username
and password

Google

Login with Google

PRIVACY AND SECURITY NOTICE

JLAB STATUS

JLab Web Single Sign-On

Select an authentication source:

= LinOTP)

Log In with a trusted Smart Log In with a LinOTP token Log In with a
Card certificate SafeNet/MobilePass token

&5 Microsoft 365

Login with Microsoft Entra
ID/0365 via OIDC

-~

Loading federated identity providers...

“%%. U.S. DEPARTMENT

It
@} of ENERGY

FEDERATION

Login with a Federated identity
provider

JEFFERSON LAB
HELPDESK@.LAB.ORG

https://code.jlab.org/
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GITLAB — CREATING A NEW REPO

o Login to the GitLab instance deployed at code.jlab.org using your JLab account credentials.

& G | O httpsy/jidp.jlab.org/idp/profile/SAML2/Redirect/SSO?execution=e1s3 “) 97 3= z‘ ﬁChat

Jef_f.e,rgon Lab @ emey
JLab Web Single Sign-On

Enter your JLab username and password below to login to the Single Sign-On System. With this system, JLab users can login once to access numerous web applications.

Username ‘ rasaool

‘ = Forgot your password?
PassWord [ sweeess o | «» Need Help?

O Prompt me to re-enter my password when using new services

PRIVACY AND SECURITY NOTICE JEFFERSON LAB
JLAB STATUS HELPDESK@JLAB ORG
https://code.jlab.org/
/?7
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GITLAB — CREATING A NEW REPO

o Once logged in, you’ll see the list of projects under JLAB. Click the “New Project” (repository)
button in the top-right corner.

& O | O httpsi/code,jlab.org/dashboard/projects

N L]
B Ay v & - Mo
(™) Q, Search or go to... / + B2 §1o0 [¥e :
Your work 0 Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ X
@ Home
Your work / Projects
@ Projects
8o Groups .
G@ ork . Pro,ects Explore projects
ork items
11 Merge requests . ,
Contributed 7 Starred 0 Personal 0 Member 39 Inactive 0
¥ To-Do List 6
Milest
O ORY | Filter or search (3 character minimum) | Q| Name ~ 1=
X Snippets
D Activity
%0 %031000
o
0 E EPSCI/Hydra/Web/Backend & Owner Created 2 months ago
wo¥ofoDo i
() E EPSCI/Hydra/Web /Frontend & Owner Created 2 months ago
g B EPSCI / Hydra / Hydra @ Owner QO %5%¥111400
6 Helping Your Data Reach Acceptability Created Jan 31, 2025
0 i ® %5%111200
Q é EPSCI / Hydra / Hydra_containers & Owner Created Aug 30, 2024
Q f) EPSCI / Hydra / HydraDB & Owner w5 %1002
6 repo for the Hydra DB for version control Created Jan 31, 2025
@ What's new (2] 9 () EPSCI/Hydra  HydraFE @ Owner w5 ¥151007
® Help 6 The front end (labeler and viewers) for the hydra system

Created Jan 31, 2025
I« Collapse sidebar

P T A S S S

= w0 ¥ooMo 3 v

BR  Q Search $S$e = B8 ,.a (ol AR A UM

5/3/2026
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GITLAB — CREATING A NEW REPO

o Select “Create blank project.” Other options can also be used, but for simplicity, start with a blank project.

& O | & httpsi//codejlab.org/projects/new

Be %= @ ~ o
() Q, Search or go to... / + B2 1o s
Your work % Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ X
@ Home
Your work [ Projects / New project
@ Projects
L)
8o Groups
© Work items 2 Create new project
I% Merge requests
[ To-Do List 6
{ Milestones
X Snippets .
Create blank project Create from template
0 Activity
Create a blank project to store your files, plan your Create a project pre-populated with the necessary
work, and collaborate on code, among other things. files to get you started quickly.
<> Import project
o @ Migrate your data from an external source like
® What's new o GitHub, Bitbucket, or another instance of GitLab.
@ Help

lém Callanea cidahar

https://code.jlab.org/projects/new#blank_project
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GITLAB — CREATING A NEW REPO

o Now fill in all the required details to create the GitLab project as shown below.

“ Q Search or go to... / + 02 330 [xe6 fl\:}fg

Your work <  Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ X

fjikome Your work / Projects / New project / Create blank project 1 . Add PrOje ct Na me
@ Projects —

Z s _ Create blank project

390 Merge requests Create a blank project to store your files, plan your work, and collaborate on code, among other things.

2. Choose a namespace:

¥ To-Do List 6 Project name
O Miestones oo \ o For now, select your own
X Snippets Must start with a lowercase or uppercase letter, digit, emoji, or underscore. Can also contain dots, pluses, dashes, or spaces.
D Activity username.
Project URL Project slug

https://code.jlab.org/l Pick a group or namespace v / git101 O FO r fUtu re WO r k, C h OOS e t h e

v i@ [0 oo ] group associated with your
), Private

5 sDrij:tztr:::ess mudg | :pscuceac iis froject is part of a group, access is granted to mel p rOJ ect If a ny ava II a bI e .

0 @rusic oo o You can also create

The project can be ¢ halld

Project Configuration epsci/hydra g ro u p S

Initialize repository jiv

epsci/hydra/web

Allows you to immejii kipjghis if you plan to push up an existing repository.
) EnableNgtatic Appli veers 3. U nCh eCk “| nitialize
Analyze r sourc | rasool $. lfarn more.
L] L] ”
) Enable Secret Detetw repos‘tory WIth a README
Scan your code for secrets redentials to prevent unauthorized access. Learn more.

We will add the README in our

o — first commit, so it’s not needed

= at setup.

4. Create Project Jeff/é'l;gdh‘tab_s7

o—

Create project Cancel




GITLAB — CREATING A NEW REPO

Section 6: GitLab First Commit &

o You should now land on a page that provides all the details needed to connect your local repository to this

remote GitLab repository.

L4

Project
G qit101
5 Pinned

Work items

Merge requests

&

Manage

Ex

Plan

e
v

Code
Build
Secure
Deploy
Operate
Monitor

Analyze

@ BE OB a9

Settings

2. We will use HTTPS to push changes after committing, so switch to the HTTPS tab.

Q Search or go to... /

<« Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/

Rasool, Raiga / git101

@ Project 'git101" was successfully created.

G gitl01e

The repository for this project is empty
To get started, clone the repository or upload some files.

Command line instructions

You can also upload existing files from your computer using the instructions below.

Configure your Git identity

Get started with Git and learn how to configure it.

Local  Global

Git global Setup

Configure your Git ideMty globally to use it for all current and future projects on your machine:

git config --global useN\name "Rasool, Raiga"
git config --global user.em@gil "rasool@jlab.org"

1. We will set the configuration globally so you don’t have to
repeat it for every repository. Switch to the Global tab.

Add files
® What's new ° Push files to this ypository using SSH or HTTPS. If you're unsure, we recommend SSH.

@ Help

I« Collapse sidebar

SSH  HTTPS

reate a new repository

Created on
May 03, 2026

git clone https://code.jlab.org/rasool/git101.git
cd gitiel

git switch --create main

touch README.md

git add README.md

git commit -m "add README"

git push --set-upstream origin main

s

Push an existing folder

Go to your folder
cd existing_folder

Configure the Git repository

git init --initial-branch=main --object-format=ghal
git remote add origin https://code.jlab.org/ragool/gitl101.git
git add .

git commit -m "Initial commit"

git push --set-upstream origin main

Push an existing Git repository

Go to your repository
cd existing_repo

Configure the Git repository
git remote rename origin old-origin
git remote add origin https://code.jjlab.org/rasool/git101.git

git push --set-upstream origin --al
git push --set-upstream origin --tgfgs

3. We are creating a new repository so
we will follow these instructions

2
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GITLAB — YOUR FIRST COMMIT

SSH into ifarm, open the terminal, and run the commands provided by GitLab:
PROBLEMS OUTPUT DEBU SOLE TERMINAL PORTS

o Clone the repository

o git clone https://code.jlab.org/rasool/git101.git IR UG Ly R e N e EE VAL R A R S VAR LAV E LS I BER:
Cloning into 'gitlel'...

o Move into the project directory warning: You appear to have cloned an empty repository.
. [rasool@ifarm2402 ~]1$ cd qit101/
o cd glthl [rasool@ifarm2402 ~/git101]$ git switch ——create main
. Switched to a new branch 'main'
o Create and switch to a new branch [rasool@ifarm2402 ~/git101]$ git status

On branch main

o git switch --create main
o Create a README file

No commits yet

nothing to commit (create/copy files and use "git add" to track)

o tOUCh READMEmd [rasool@::.farm2402 ~/g;t101]$ touch README.md
o Stage the changes %Eigﬁg}ﬁéfa;;z4ef :/1:11;1@1? :’README )
. rasoo arm ~ a - M
@) glt add READMEmd [rasoolgifarmzmz ~/git101]$ g:lLt status
On branch main
o Set global Git identity (required for commits) |
. . . No commits yet
o git config --global user.name "Rasool, Raiga” L [
. . . . ( "gi ——cached <file>..." )
o git config --global user.email rasool@jlab.org o ew Tiler  README.mG oo
O Make your ﬁrSt Commit [rasool@ifarm2402 ~/git1011$

o git commit-m "add README" /S  OUTPUT  DEBUG CONSOLE  TERMINAL  PORTS

[rasool@ifarm2402 ~/git101]1%$ git config ——qglobal user.name "Rasool, Raiga"

[rasool@ifarm2402 ~/git101]1$ git config ——global user.email rasool@jlab.org
[rasool@ifarm2402 ~/git101]$
[rasool@ifarm2402 ~/git101]$ git commit -m "add README"




GITLAB — PUSHING FIRST COMMIT

o Before doing your first push, you need to set up a Personal Access Token (PAT) and enable credential
storage so you don’t have to re-enter your login details every time.

o Generate a Personal Access Token
1. Click your profile avatar in the top-right corner, then select Preferences.

Ah Q Search or go to... 7 + B2 330 (&6

Your work <« Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ R@arségglc;lRalqa
far Home
Your work / Projects ® Set status
@ Projects
% Groups @ Edit profile
o P .
I'O eCtS Exfl o
© Work items 2 j 32 Preferences
3% Merge requests Iy gi
=S Contributed 8 Starred 0 Personal 2 Member 41 Inactive 1 (Signiout
[¥ To-Do List 6
Milest -
O Milestones | O v | Filter or search (3 character minimum) Q| | Name v 1=
X Snippets
D Activity
w0 %0300
(0 E EPSCI/Hydra/Web /Backend & Owner e St ok
w0 ¥03y00o0
(0 E EPSCI/Hydra/Web /Frontend & Owner i B thease
a f,a EPSCI / Hydra / Hydra & Owner ® “%5%1334010
v Helping Your Data Reach Acceptability Created Jan 31, 2025
) i © w5%¥11200
Q & EPSCI / Hydra / Hydra_containers & Owner et et S034
a () EPSCI/Hydra/HydraDB &) Owner %5 ¥1383002
v repo for the Hydra DB for version control Created Jan 31, 2025
q ) EPSCI/Hydra/ HydraFE @ Owner #5%¥1319007 3 Jef-ﬁe.rson Lab 90
N/ The front end (labeler and viewers) for the hydra system Created Jan 31, 2025 }-"‘



Section 6: GitLab First Commit &

GITLAB — PUSHING FIRST COMMIT

o Before doing your first push, you need to set up a Personal Access Token (PAT) and enable credential storage
so you don’t have to re-enter your login details every time.

o Generate a Personal Access Token
2. Go to “Access” and select “Personal access tokens.”
1S

U, Q Search or go to... / + G2 no s
User settings 1 Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ X
@ Profile
User Settings / Preferences
8% Accoun t
I £ Access > I Persona | access tokens I
Integration accounts SSH keys
& Emails GPG keys
2 Notifications Applications
2 Preferences Active sessions
(£ Comment templates Authentication log
Usage quotas
@ Usageq ) Aut
Theme

Select the accent color for the application inte

rface.
() Blue () Green O Red () Gray

) Default () Indigo
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GITLAB — PUSHING FIRST COMMIT

3. Set token permissions
o Generate a Personal Access Token * Preferably, choose only the

3. Enter all required details and hit “Generate token” button: permissions you need.
* For simplicity in this setup,

1. Give Token a name check all
* This will show as this token’s name in access tokens list UpoiGioas i Barspndimcsssioiuns /

Select P
Scopes set the permission levels granted to the token. Learn more.

Q Search or go to... / + B2 310 s

@& read_user

. ; . . Grants read-only access to your profile through the /user APl endpoint, which includes username, public email, and full name. Also grants access to read-only|
« Documentation and FAQs can be found at https://pages.jlab.org/scicomp/software/code-gitlab-docs/ X under Jusers.

read_repository
User Settings / Personal access tokens Grants read-only access to repositories on private projects using Git-over-HTTP or the Repository Files API.

read_virtual_registry
Grants read-only access to container images through the dependency proxy in private projects.
Personal access token Add new token reactregisry

Grants read-only access to container registry images on private projects.

You can generate a personal access token fof each application you use that needs access to the GitLab API. You can also use personal access tokens to authenticate against Git over
HTTP. They are the only accepted password Jvhen you have Two-Factor Authentication (2FA) enabled. read_api

Grants read access to the AP, including all groups and projects, the container registry, and the package registry.
self_rotate
~ . Grants permission for token to rotate itself.
| my_token J write_repository

Grants read-write access to repositories on private projects using Git-over-HTTP (not using the API).
write_virtual_registry

Grants read, write, and delete access to container images through the dependency proxy in private projects.

Token name

write_registry
Grants write access to container registry images on private projects. You need both read and write access to push images.

api
Expiration date Grants complete read/write access to the API, including all groups and projects, the container registry, the dependency proxy, and the package registry.
[ 2027-05-02 oo ai_features

Grants access to GitLab Duo related APl endpoints.
\ create_runner
Grants create access to the runners.

manage_runner

2. Set expiration date i e erin
k8s_proxy

[ ] Recom mended: ~6 months (more Secu re’ requires ren ewal). Grants permission to perform Kubernetes API calls using the agent for Kubernetes.
* Alternatively: set to max (usually 1 year) to avoid frequent re- | LIRSS =

setup. 4. Generate Token JefferSon Lab o




GITLAB — PUSHING FIRST COMMIT

o Generate a Personal Access Token
4. After clicking “Generate token”, your personal access token will be created, and you should see a
confirmation screen like this:

@ Protile
8% Account
£ Access
Personal access tokens
SSH keys
GPG keys
Applications
Active sessions
Authentication log
& Integration accounts
& Emails
0 Notifications
2 Preferences
[E Comment templates

@ Usage quotas

User Settings / Personal access tokens

v

Personal access tokens

You can generate a personal access token for each application you use that needs access to the GitLab API. You can also use personal access tokens to authenticate against Git over

Section 6: GitLab First Commit &

Add new token

@ Yourtoken

Make sure you save it - you won't be able to access it again.

<

Active tokens Tokens expiring in 2 weeks Revoked tokens ired tokens

2 0 1

Filter list Filter list Filter list Filter list

\ State = Active X

Name Status Scopes Usage @ Lifetime
gitlab_token @© Active read_user, read_repository, read_virtual_registry, read_registry, read_api, Last used: 6 hours ago @) in 10 months
self_rotate, write_repository, write_virtual_registry, write_registry, api, P
5 s: 70.104.178.88, 129.57.83.228, @© Mar 29, 2026
ai_features, create_runner, manage_runner, k8s_proxy 129.57.7013, 137155.242.19,
129.57.64.239

Q@ | Q| Expirationdate v Tz

ai_features, create_runner, manage_runner, api, k8s_proxy,
write_virtual_registry, self_rotate, read_api, read_virtual_registry

my_token © Active read_user, read_repository, read_registry, write_repository, write_registry, Last used: Never @ in 11 months . ‘

® May 02, 2026

Copy this token—we will use it in
later steps as well. Please keep this
tab open until the setup is
complete, as this token will not be
shown again.

Note: This token is like a key to
your GitLab home, so do not share
it publicly. Once you have
completed the next slides setup
steps, you can remove it from
wherever you temporarily copied
it.

7

access tokens) list

Token added to PATs (Personal

\g_e,f_ggon Lab o3



Section 6: GitLab First Commit &

TERMINAL PORTS @

GITLAB — PUSHING FIRST COMMIT

[rasool@ifarm2402 ~/git101]$ git config ——global credential.helper store
[rasool@ifarm2402 ~/git101]$ |}

o Enable credential storage
o Run this command so Git stores your login

credentials locally:
o git config --global credential.helper store

TERMINA L s @

sool@ifarm2402 ~/git1011$ git push --set-upstream origin main

o Push your code
o git push --set-upstream origin main

o Authenticate when prompted —
o Username: your JLab username e oS s o oot

o Password: paste the Personal Access
Token you just generated

Git: https:/frasool Password >rg (Press 'Enter’

TERMINAL

—--set-upstream origin main

asool@ifarm2402 ~/git101]$ git push

o Verify remote
o Get your remote repository URL: OLE  TERMINAL
o glt remote -v [rasool@@farmzt}az ~/git101]1$ git push ——set-upstream origin main
o You can Ctrl/Cmd + click the URL to open it in e B e
. . . Writing objects: 100% (3/3), 220 bytes | 220.00 KiB/s, done.
your browser and confirm your first commit Total 3 (delta 8), reused 0 (delta 8), pack-reused @ (from 6)
To https://code.jlab.org/rasool/git10l.git
* [new branchl] main -> main

et up to track 'origin/main'.

(2

has been successfully pushed.
branch 'main' S

2 (A



GITLAB — GIT CHEAT SHEET

o Refer to the Git cheat sheet and explore additional commands:
o https://git-scm.com/cheat-sheet

o Some commonly used commands:

</> Bash

git status # shows current changes and staging state
git log ——oneline # shows commit history in compact form

git branch # lists branches in the repository

git remote -v # shows connected remote repositories

J ffggon Lab o5


https://git-scm.com/cheat-sheet
https://git-scm.com/cheat-sheet
https://git-scm.com/cheat-sheet
https://git-scm.com/cheat-sheet
https://git-scm.com/cheat-sheet
https://git-scm.com/cheat-sheet

WHAT’S COMING NEXT?

o Learn how to use Al agents in VS Code to code—turning ideas into working apps is now
faster than ever.

Wed 13/05 | Thu 14/05 | Fri 15/05 | All days

09:00

10:00

11:00

12:00

&=} Print PDF Full screen Detailed view Filter
New LLM Updates at JLab - Lecture Raiga Rasool et al.
CCF113 09:00 - 10:30
Coffee Break
CC F113 10:30 - 11:00
New LLM Updates at JLab - Hands-on Raiga Rasool et al.
CC F113 11:00 - 12:00

o See what others are building with
Al—and build your own too.

o Joinuson May 15 for New LLM
Updates at JLab and turn ideas into
working products.

https://indico.jlab.org/event/1069/timetable/#20260515

\ggf_gr?on Lab o
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