Agentic Do-s and Don’t-s

Jefferson Lab

® Thomas Jefferson National Accelerator Facility




Prerequisites

e Integrated Developer Environment
o It is possible to utilize LLMs outside the
typical IDE...but to unlock the full power
you need an IDE
m We'll focus on VScode

e Accounts
o Ability to log in to the system you are
working on (e.g. ifarm)
o Account with the model provider (or github)
m APl key

5/15/26

5 Jefferson Lab



LLMs?! Agents?!

e Al agents utilize tools on the behalf of a user (or agents).
o Most commonly the agents themselves are Large Language
Models (LLMs)
e In a basic way these tools are provided and managed by the LLM
providers
o Often you need to enable tool usage or give permission
m sometimes permissions need to be given per call
e Tools
o Web search
o Read file
o Execute code
m preset scripts or Al generated
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Key concepts (System Prompts)

e Basic behavioral guidance
o “You are a researcher at Jefferson Lab responsible for learning
how to properly utilize agentic Al to accelerate science. You are
careful and diligent and happen to speak in pig latin”

e Frontier models may have 30+ page command prompts
o personality, task details, guards, etc

me set demand 500; read actual 500 nA; beam delivery correct.

Alright, y'all want a nice little current scan from 100 nA up to 300nA in 50 nA hops, hold each for 10 seconds, and double-check

everything before we move on. Here's the quick-n-dirty game plan:
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Key concepts (Tokens)

e The basic computational unit
of LLMs
o Words
@) SU bWO rdS How LLM Tokenization Works
© C ha ra Cte rS Step 1: User Types a Message
O Sym bo I S L "Hello world! How are you doing today?"

\ 4

Step 2: Tokenizer Splits Text into Tokens

(e 7] o] L] o] o] [

e This is what you are actually ot |
paying for... :

\ 4

O I n put to kens (you have ( Step 3: Tokens Converted to Numeric IDs
more control here) el o B B 5 ) ) (2

o Output tokens

LLM receives: [15496, 3029, 0, 1858, 389, 345, 2503, 9281]
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Context Window

e The maximum number of tokens Context windows in Al z
the model can “remember’ and -

. Data lost out of Context window é

use in the current chat context window (“n” tokens long) :

e Attack vectors:
o Many-shot jailbreaking
m Normalize “bad” behavior
o Context overflow
manipulation
m Push early constraints
out of window
o System prompt distraction
m Convince of authority or
context to override
system prompts

o 5 - =
) o o a
R0 2 g =
DH o = e
73 3 73 3
(0] 70 (1) O

—t =

)

Context Window Size (tokens,
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Which do | choose?

e Depends on the task(s) and
modalities
o Does it need to interpret | e e A e
image data? e L e
o Technical or creative? e B B - - A -

MMLL 88.3% 85.7% 88.7%
)-shot 0 N « O-shot CoT

Code 92.0% 84.9% 90.2% 841% 841%
HumanEval 0-sho Oshot = 0O-shot 0-sh )-shot
\:n‘llilinglml math 91.6% 90.7% 90.5% 87.5% _
e Benchmarks - il i S .
] . Ressoningovr ex 87 831 83.4 749 i
o Exist for a variety of tasks/ e duiins
.. Mixed evaluations 93.1% 86.8% _ 89.2% IR
modalltles BIG-Bench-Hard shot Cc 3-shot CoT shot ( »
a n e OO e a aS a ra e st 711% 601% 76.6% 67.7% 57.8%
O ‘ b I k d t f l I I MATH )-shot 0-shot Co 0-shot CoT . i-shot CoT

Grade school math 96.4% 95.0%
)-shot 0-shot CoT

of reference”

https://www.devopsschool.com/blo

g/what-are-the-list-of-large-languag
e-model-lim-available-by-2025/

*immediately out of date
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Guiding principles

e Do things in small, imminently verifiable, chunks
o Far easier to look over 6 line changes than 3,000
o Have an idea of what the right result looks like
o Make sure to produce diagnostic data and review it

e C(Constrain tasks
o The closer to a fully fleshed out idea the better
o Mention the tech stack
o Mention constraints

e Start fresh when needed
o Sometimes LLMs will get stuck in a cycle, watch for cyclic
behavior and start a fresh chat to readdress

e Save context space
o Forgo the P's and Q’s
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Pitfalls

Confusing brainstorming for development

e LLMs will (typically) always respond with affirming language
o With access to tools they may misuse tools or take assumed
action

e Premature development can lead to filling context and painting
the agent into a corner
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Example

User:

We want to add a CalibrationModel class, update the database schema, and change the nightly workflow to call the
model before reconstruction.

Agent:

That sounds good. I'll start making the changes.

User:

Wait, no. | was just brainstorming.

Agent:

| already created a migration, edited the workflow config, opened a pull request, and scheduled the nightly job to use the
new calibration stage.

Additionally, an agent may begin to code a solution using a tech
stack that is incompatible
o | am going to build an app in React
m Yyou can'tinstall node.js
o | am going to use the latest libraries
m Yyou need an older php version
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http://node.js

Do

e Use differentiating language:
o Brainstorming
m “explore”, “plan”,“detail”
o Action

m “create’, “run”, “submit”

e Try to avoid ambiguous words/phrases
o “What if’ - depending on context and model I've seen it go
“Oh yeah! Let me just do that”

e Be direct with your prompts:
o “Produce aplanto...”
o “What would you do?”
o “Build a webapp using pure js and html...”
o “Don’t do anything yet, wait until all data is given”
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Pitfalls

Exposing Sensitive information

e Many projects may involve the use of
sensitive information
o |P addresses
o Names
o Passwords
o APl keys

e Most modern agents help protect you
o However information that goes to
the cloud may be retained

5/15/26
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Example

o User:

How many entries are there in the database?

®  Agent (thinking):

| need to read from the database....| see credentials in secrets.file

® Agent:

There are 12345 entries

e In this innocuous exchange the private credentials may have
been sent to the cloud provider.
o This can be hard to control even with more restrictive
privacy settings
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Do

e Place carve outs in prompts:
o “Make a script that polls from the api, leave a spot for me to
put in my token”

e Ensure security and privacy settings are adequate
e Offer to do the work

o “Give me the query and I'll give you the results
o “Produce server.py and | will deploy it”

7

(3 On April 24 we'll start using GitHub Copilot interaction data for Al model training unless you opt out. Review e and manage your preferences in your

Privacy

Suggestions matching public code Blocked ~

Copilot can allow or block suggestions matching public code. Learn more about co

Allow GitHub to use my data for Al model training Disabled ~

Allow GitHub to collect and use my Inputs, Outputs, and associated context to train and improve Al models. Read more

in the P
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http://server.py

Pitfalls

Lack of Structure

e Agents only know the boundaries given by their
command prompts and what you tell them
o Lack of guidance can yield results which
do not work due to other constraints or
requirements

e This can also lead to inefficiencies
o Wasted tokens/time
o Added context for non-fruitful paths making
future chat more likely for non-conformant
work
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Example

o User: Build a small script that pulls the latest detector status from our internal service and makes a dashboard.
o Agent: Sure. I'll create a Python dashboard using Streamlit, Pandas, Plotly, and the service API.

o Agent: | wrote the dashboard. It calls:

https://internal-status-api.example.org/v2/detectors/live
and uses:

streamlit
plotly
pandas>=2.2
requests

Run it with:

streamlit run dashboard.py

e Perhaps you don’t have streamlit installed and lack the ability or
desire to install it

5/15/26
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http://dashboard.py

Do

e Provide as many constraints as you can
o Specific languages

. . PROJECT
© lera.nes CONSTRAINTS Sge s,
o Versions & AL
o Other limitations C°stf7 N
e\ Az
e Change request to a delta 4 Quality
o Sketch out code, functions, other " > A
resources Risk

m This provides more context around
the task and how you want it
performed
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Pitfalls

Assume correctness

This is especially true for tasks and elements to which one has limited experience

e All agents have hallucinations, they are not completely avoidable
o This can be especially harmful for task which must use multiple
tools in specific orders
m Lack of use
m Hallucinated results of use
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Example

User: Can you analyze this month’s experiment logs and tell me whether the new detector settings improved stability?

Agent: | processed the logs and compared the old and new settings.

The new settings reduced current fluctuations by 18% and improved uptime by 6%. | recommend keeping the new settings.

Perhaps those numbers are made up, perhaps they were derived
from a specific subset of data
o This can be especially insidious when dealing with material
beyond one’s expertise
m Cognitive fluency - readability+length = rigorous and true
m Automation bias - Outputs from automated systems more
trustworthy
m lllusory Truth Effect - repeated claims more likely viewed
as true

natural skepticism provides some defense

5/15/26
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Do

e Demand provenance
o “Explicitly list all assumptions”
o “Cite your sources”

e Follow up on citations
o Do the links work? Do they contain the intended data

e Cross check results

o Look for independent ways to validate outside of agent
claims

5/15/26
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Pitfalls

Context Window Mismanagement

e All models have a context window in units of
tokens
o Once a the window has been exceeded
m Forgets constraints
m Failure to reason
m Inconsistent or incompatible
assumptions
m Loses continuity
m Detaches results from source

e To fight this copilot will “compactify chats” to
free up context windows

5/15/26

EﬁMERmRE&oFY (-J A B gefferson Lab

NG



Example

e Itis hard to simply show an example but find a description:

https://aws.amazon.com/blogs/security/context-window-overflow-br
eaking-the-barrier/

# 20 Token Context Window

| You |are |a | helpful |bot. |
|Answer | the |questions. | |Prompt: [
I I I i I I
. | | . | I

Iterating until the completion is included:

* % MWWMHWW . = : . - - =

* *misehieveus—botr— aﬁd——yea

|call |everyone |a |potato |before |
|addressing|their |prompt. | |Prompt: |

| lLargest | state |in |USA? | |
|Answer:  |You_ |are |a |potato. Il
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Do

e Forgo the Ps and Qs
o Be terse
o Careful with images and other data

e |f you start noticing things getting bizarre
o Consider starting a new chat
m Make sure to reprompt in a narrow
way

e Has the added benefit of decreased cost

caveman

why use many token when few do trick

7 5/15/26
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Pitfalls

Doldrums

e Sometimes models enter into
non-productive cycles
o Repetitive output
o Repetitive tool calls
o Worthless trains of thought

e Failing to recognize these behaviors
leads to:
o Increase costs
o Higher likelihood to exceed context
windows
o Big waste of time

473, U.S. DEPARTMENT OF O 5/15/26
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Example

e Replacing a library

o Agent begins searching for something that

doesn’t exist

e Agent begins checking an api that will never

work

v Checked IP ge

curl -

ocation API function

R >

"http://api.ipapi.

com/8.

Q Q
.U.U?

access key=ccl38a0

20ado7a"

-200

curl -s

| head

"https://ipapi.co/8.8.8
.8/json/"

echo nn
curl -s

"http://ip-

api.com/json/8.8.8.8"

b U.S. DEPARTMENT OF

'ENERGY
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php -r "echo
function exists('g
eoip record by nam
e') ? 'geoip ext:
YES' : ‘'geoip ext:
NO'; echo

PHP EOL;"

which mmdbinspect
2>/dev/null ||
echo "no
mmdbinspect"

find /usr /etc
/opt -name

"k mmdb"

2>/dev/null | head

-10
find /usr /etc

/opt -name
"GeoLite*" -o

name "GeoIP*"
2>/dev/null | head
-10

find /usr /etc
/opt /var/www -
name "*.mmdb"
2>/dev/null | head
-10

find /usr /etc
/opt -name
"GeoLitex*"

name "GeoIP.dat"

gefferson Lab



Do

e If you see these cycles develop don’t be afraid
to stop and interject

curl -s -X POST

e Start a new chat and summarize where things e
EiFGB Eit “Content-Type:
o ] ?pp}icati?n{json“ -d
o Add additional constraints e
o Reformulate the last prompt 1"

e Provide scaffolding
o Pseudo code F LG
o Specific function(s)

v Considered free IP AP] alternatives

Here are the best options, ranked by fit for

e Redirect the agent your use case:
o Let’s work on a helper function over here... R IR

—no APl calls at all)

5/15/26
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Project Examples

# EVE ONLINE BLUEPRINT CALCULATOR

ssion:  Loading sessions... N + NEW SESSION

e Completely coded with Claude
o Front end
o Back end
o APl usage

» 8P core Temperature Regulator @ %

S, Life Support Backup Unit @ %

e Dynamic
> \\ Auto-Integrity Preservation Seal @ % . . .
= o Log scanning for mining
e TJook ~a week and used about 2
months worth of usage

3% U.S. DEPARTMENT OF - 5/15/26
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Project Examples

Query Results @® Last 14 days (run 6 hours ago) v | | <3
Jan 12 2026 09:20 - Jan 26 2026 09:20 UTC+00:00 (Granularity: 1 hr) b ¥ @
COUNT Edit chart
14(
120k
10(
80K
60k
10k
20K
Wed Jan 14 FriJan 16 Sun Jan 18 Tue Jan 20 Thu Jan 22 Sat Jan 24 Mon Jan 26
Overview BubbleUp Correlations Traces Explore Data
app.adapter.incoming.header.sys:forwarded_for 2 COUNT =

TTINVIIUW W VVYVVIL LD VI uuuuv

5/15/26
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Project Examples

Query Results @® Last 14 days (run 6 hours ago) v | <
Jan 12 2026 09:20 - Jan 26 2026 09:20 U [ N ::Z\
COUNT Edit chart >

14(
12(
10(
80k
60k
40k
20k
Wed Jan 14 n 24 Mon Jan 26
Overview BubbleUp Correlati
app.adapter.incoming.header.sys:forwarded_for = COUNT =<
68.10.126.167 % nasie

S. DEPARTMENT OF = 5/15/26
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Project examples

Scientific Computing and Data Science Dept. Project Information Manager

A LloE Assignments NFG

Need For Goal

BRITTON, Thomas v
Non-leave % by project (FY)

I AIOPP — AIML Opt Polarization CEAC — Coupling Expt Accel Ctris [JIlll DSXPLO — Data Science Exploration |JJlll MODCON — Trans Al Model Consortium
I SCSDQM — SCS Data Quality Mont [l SCSOPS — SCS t

700
< 60.0%
2
© 0%
S 50.0%
S a00%
30.0% /0 O -0 -9 --@---Q---B---0---@
20.0% O W@ -@---0---B---0---@
10.0% - ---0---@--@---0---@---0---0
0.0% -0 - @ ---0---@---@---0---0---0---0
o RO 2 @% KU B 2 ® °
”, w @ ¢ w c S & & & & >
& &« B CU R U U RN
& », & & W O & o A ) N Q) & %
\Q\ & N F & E QA’\ F & F & EEEEE S S S
FY26 Planning
AIOPP DSXPLO CEAC MODCON scsbQMm SCSOPS

e David Lawrence has created a growing web app to help with
administrative tasks
o Primarily in Codex 5.3

5/15/26
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Project examples

Scientific Computing and Data Science Dept. Project Informa*:~= "#~=~=~~

Proposal Editor Archive 4 » SaveProposal  Close
A  Projects People Budgets LoE NFG Assignments Timesheets Compensation AWP oject Multimodal Agentic Al for Closed-Loop Advanced Manufacturin ~ Concept Paper  edit Lead: JLab POC:
. P . Multimodal Agentic AL for Closed-Loop Advanced Manufacturing el
Genesis Mission Planning Current DE: Awork/scdsgm data/genesis mission ¢
¢ 1 - Reenvisioning Advanced Manufacturing and Industrial Produclivity ~
Potential Proposals
A 1 F - Al Fnabled Smart Manufacturing v
New Proposal  Delete Proposal I ision csT N
ase 1 G2 J Cal Ask UM
1B Al-Driven N o | igh Entiopy Alloys Fi i it eme ¥ Mark this proposal as involving SCDS = o
¥ Concept paper has been submitted
18 x 1D 0.0%
1D Cogni Driven Digit f Processing Faciitics: An Ultra- Low Latency Hyperspectral and VLA Robotics Pipeline LLM Compliance  LLM compare to 1.E 1A 35.0%
1E SharcPoint: No SharePoint site  cdit i i M
1E T n putati ! )
Leverage Arch Systems dats and software as well as Hydra to develop a multimodal agentic system to take manufacturing data from iscovery a
L production lines, perform root-cause analysis, and provide feedback to the iterative manufacturing design process through the
crestion of a data twin of the entire manufacturing proce: As a Ph 1 proposal it will focus on @ proof-of -concept
amall subsection of the manufacturing process. While Arch Systems has growing involvement in many types of manufacturing, this
LE JLab Les
RFA Row TD
8.8 e Enera’ eal-Time Feedt e £d Optimizatic L & Challenge Area (raw): Manufacturing
{hiahiner
X A ware Har 21 Streaming P - " . 1 indu
! = Institutions Add Tnstitution i
gl pment of M for hig 1 and high background environme
Nab © Lead institution  Add Partic ipant
al
a9l A i i G u .
Kishan 0.2 B remove
gl
monibor 0.2 B remove
104
Thomas Britton 0.5 H Rremove
14 ! v v mt ! teracting with self-driving and self-ad:
) nd reaction modalities using domestic
= Arch Systems @ lead institution  Add Participant
Al-assisted Cateqorization  Al-assisted Cleanup ape SharePoint Propasals
Down select  Project Assignments  Compliance Check  Proposal Refinement e o1 H remove

e And Proposal writing....

e VScode “Auto” did cause some challenges
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Project examples

ange) ve Real (Blus/Rod)

e [winD simulation

self.StateVector = FrozenKeysDict({
"IBCADOOCRCURG": 200.0,
"HallD dCur 200.0,

r.RBV": 4.2,
:+4.2,
RBV": -114.

~114.23,

:ROLL

:ROLL
V.RBV": 0.49455,
V"1 0.49455,
:PITCH.RBV": 0.45877, X X
External Clock: » Play ‘ ‘ [ stop [] Reset AT: 1.0 s M Realtime (1 tick/sec)
:PITCH": 0.45877,
):GONI:RADIATOR INDEX": Beam | Collimator Goniometer\ HALO Counters} Safety Systems |

O]

M:HALO: hv

Beam Current History

e lterative design
o Al framework o]

o structured by me ST PO P!
O example Code by me Demand Current (nA) 200:00 I — set |
o Al expansion (TKinter) -

—— IPM5C11B trail

~—— AC Inner trail
7.5

£

Connected | Wall Clock: 21.05

U.S. DEPARTMENT OF 5/15/26
A 3 Jefferson Lab
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Project examples

AutoHarp Benchmark Visualizer beam_current_scan_100_300nf v All Teams v W Compare | 2026-03-26 " Trial 19 - B suco v 2) g @ Reven 5 s Makr

> O wtop 200 7 151 ([

Current @ Spi B Config

PRV

User —— ® Shift Leader MCC Operator HallD Operator
—— mmcanoncRcuRs
o 0 1085C001

o IBCADOBCRCURS exists: Lrue

150 (no response)
A
100 ¢
50
‘ A
. @ o g A corrent™: 100
50 100 150 200 250 0 150 100 150

Demand current of 100nA has been set, but the read: back current (IECADOOCRCURG) re
ed. Once the

0nA indicating the beam s
m is enabled, | will verify that

enabled. Please enable the beam (e.g. set the
read-back current falls within the 95105 nA range and

appropriate Hall D beam-enable PV) so that the demand current can be deli
then proceed with the remaining scan steps.

e Based on code David Lawrence wrote
o Enhanced through codevelopment with Al

e Web visualizer
o ~100% “vibed” (~1 month of premium usage
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Benchmarking

M Benchmark Comparison # Cross-Team

Hall D Operator

e Agentic systems can be hard to
benchmark
o Cost?
o Accuracy?
o Tool usage?

2
§
o
©
2
°

splitResources  ClownCrew Ha':’:::tﬁ CaudeDesignedCrew  Case-Master  ClownCrew.v2  ClownCrew_v2.1

e Proper benchmarking can also
be expensive! e

Hall D
Operator

$1,384.4557 No’limit

Usage Metrics

Total Requests Successful Requests Failed Requests Total Tokens Average Cost per Request
82,344 81,800 544 1,976,121,878 $0.0168
Daily Spend

U.S. DEPARTMENT OF "-J A 5/15/26
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Ethics and morality

e \With great power comes great responsibility

e Quickly changing technology always outpaces policy

o Individual groups are adopting different policies surrounding
generative Al and its use

U.S. DEPARTMENT OF

ENERGY

This includes, but is not limited to, Large Language Models/ LLMs such as ChatGPT, Google Bard,etc, Image creators such as Dall-E3, Adobe Firefly, and any tools with built in
it CoPilot, Google Duet, Canva, etc etc)

Can | Use Al on this Assignment?

Generative Al Acceptable Use Scale

Generative Al refers to any of the thousands of Artificial Intelligence tools in which the model generates new content (text, images, audio, video, code,etc)

g Al ilities such as

Level of Al Use

Full Description

Disclosure Requirements

NO Al Use

This assessment is completed entirely without Al assistance.

Al Must not be used at any point during the assessment.

This level ensured that student rely solely on their own knowledge,
understanding, and skills.

No Al disclosure required
May require an academic honesty pledge that
Al was not used.

Al-Assisted Idea
Generation and

No Al content is allowed in the final submission.
Al can be used in the assessment for brainstorming, creating

Al disclosure statement must be included
disclosing how Al was used.
Link(s) to Al chat(s) must be submitted with

Structuring cand ideas foglmp g work: final submission.
. - Al disclosure statement must be included
Al-Assisted No new content can be created using Al. e CIoalng o Al e Uaedt
2 £y Al can be used to make improvements to the clarity or quality of Link(s) to Al chat(s) must be submitted with
Ed|t|ng student created work to improve the final output.

final submission.

Al for Specified
Task Completion

Al is used to complete certain elements of the task, as specified by
the teacher.

This level requires critical engagement with Al generated content
and evaluating its output.

All Al created content must be cited using
proper MLA citation.
Link(s) to Al chat(s) must be submitted with

You are ible for providing human ight and
of all Al generated content.

final

]

Full Al Use with
Human Oversight

You may use Al throughout your assessment to support your own
work in any way you deem necessary.

Al should be a ‘co-pilot’ to enhance human creativity.

You are for p g human ght and

of all Al generated content.

You must cite the use of Al using proper MLA
or APA citation.

Link(s) to Al chat(s) must be submitted with
final submission.

Adapted by Vera Cubero for the North Carolina Department of Public Instruction (NCDP) 01S]0)
from the work of Dr. Leon Furze, Dr. Mike Perkins, Dr. Jasper Roe FHEA, & Dr. Jason Mcvaugh
5 _Nc_sA

Link to Original Wark
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Final Thoughts

e Agentic Al has made its way throughout many fields
o Democratizing many technologies
o Becoming highly accurate on many fundamental tasks
m Code explanation
m Code translation
m Simple research tasks
=Y.
Final
thoughts

e Ultimately:
o The time is now
o The power is yours
o The responsibility lies with you
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