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When starting at JLab several administrative steps must be taken to gain access to critical 
lab resources

➢Get a site access name badge

➢Get and verify your JLab computer account

➢Request access to Microsoft Office (JLab staff and interns only), JLab ifarm, ifarm slurm, 
VDI, and group file access

➢Necessary training (cybersecurity, oxygen deprivation, radiation training, etc.)
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Get a badge:

• Register  – several weeks before visiting, pick a user account you want to have as your permanent email and login
• Checklist  – fill out necessary information
• Training  – finish basic safety and computer training, advanced training can be done after joining
• Badging  – visit the badging office on your first day to get access to JLab buildings

For student interns:
• Mentor needs to finish MGT 202 training
• If outside of formal internship programs (specifically Undergraduate Physics Researchship – UPR students):

• Mentor needs to formally request site access, a badge, and a computer account for the student

https://www.jlab.org/facilities/badgingoffice

https://www.jlab.org/facilities/badgingoffice


ACQUIRING AN ACCOUNT 

4

• Visit computer center helpdesk on 2nd 
floor of CEBAF Center F wing to receive 
your computer account
• Ask for Microsoft Authenticator 

MFA setup for Office 365 access if 
you are a JLab intern or staff (not 
available for all users)

• Ask your Computing Coordinator 
to be added to relevant computer 
account user group to access 
ifarm

• Ask for invitation to MobilePASS 
SAS MFA for general 
`login.jlab.org` access

• Ask for VDI RHEL CUE access 
(Linux web-based virtual machine 
access)

• Avoid using "SmartCard" 
USB access if possible (it is 
required to access personal JLab-
managed Windows OS 
computers)

• Ask for Jupyterhub access if you 
want it https://scicomp.jlab.org/

https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
https://scicomp.jlab.org/
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list

https://misportal.jlab.org/training/people/srl
https://misportal.jlab.org/portal/insight/frontPage

https://www.jlab.org/
https://misportal.jlab.org/training/people/srl
https://misportal.jlab.org/portal/insight/frontPage
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

https://jman.jlab.org/jpasswd

ACQUIRING AN ACCOUNT 
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

• If you need help:
• For any of these steps, if you have any trouble
• Visiting the help desk in person or calling over 

the phone (757) 269-7155 works best
• Emailing helpdesk@jlab.org automatically files a 

support ticket
• Or you can file a helpdesk ticket manually at 

https://jlab.servicenowservices.com/navpage.do

https://jlab.servicenowservices.com/navpage.do
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

• If you need help: helpdesk@jlab.org tickets
• Set up Microsoft Authenticator (MFA) for Office 365 

access (only if you are staff or an intern)
• O365 access type (full vs email-only) is 

determined by your supervisor or the person 
who requested your computing account setup
• Full Office 365 access: provides access to 

all Office apps (Teams, Outlook, 
PowerPoint, etc.). Verify by logging into 
www.office.com and checking access to all 
Office apps.

• Email-only access: provides Outlook email 
access only. Verify by logging into 
outlook.office365.com

ACQUIRING AN ACCOUNT 
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https://outlook.cloud.microsoft/mail/
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

• If you need help: helpdesk@jlab.org tickets
• Setup and verify Office 365 access
• Set up and verify login.jlab.org access with the SAS 

MobilePass multifactor app invitation 

MobilePass Phone App

Or – USB Code Generator
(not a smart card, just a 

convenient dongle that you 
can press to get a code)

Uses SafeNet 
Authentication Service 

(SAS)

To test login.jlab.org access:
o Ask the helpdesk staff to test your login.jlab.org access 

from a terminal at the helpdesk to ensure everything is 
working properly before the computing workshop.

ACQUIRING AN ACCOUNT 

http://www.jlab.org
mailto:helpdesk@jlab.org
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

• If you need help: helpdesk@jlab.org tickets
• Setup and verify Office 365 access
• Set up and verify login.jlab.org access with the SAS 

MobilePass multifactor app invitation 
• Set up and verify interactive farm (ifarm) slurm and 

batch access (optional, can wait until later)
• ifarm access requires the Hall/Group Computing 

Coordinator to assign user to appropriate group(s)
• https://jlab.servicenowservices.com/kb?id=kb_a

rticle_view&sysparm_article=KB0014686

To test ifarm.jlab.org access:
o After being added to the appropriate group by your Hall/Group 

Computing Coordinator, ask the helpdesk staff to test your 
ifarm.jlab.org access by terminal on their workstation to confirm 
access before the computing workshop.

ACQUIRING AN ACCOUNT 

http://www.jlab.org/
mailto:helpdesk@jlab.org
https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

• If you need help: helpdesk@jlab.org tickets
• Setup and verify Office 365 access
• Set up and verify login.jlab.org access with the SAS 

MobilePass multifactor app invitation
• Set up and verify interactive farm (ifarm) slurm and 

batch access (optional, can wait until later)
• ifarm access requires the Hall/Group Computing 

Coordinator to assign user to appropriate group(s)
• https://jlab.servicenowservices.com/kb?id=kb_a

rticle_view&sysparm_article=KB0014686

Interactive farm (ifarm) slurm access pre-requisites:​
• Contact your Compute Coordinator so they can add you 

to the appropriate unix groups and slurm accounts

• To verify complete farm batch job access
• ssh login.jlab.org
• ssh ifarm 
• To enable submitting farm jobs you must run

• `/site/bin/jcert -create` on ifarm 
From 
(https://jlab.servicenowservices.com/scicomp?id=kb_article_view&sysparm_articl
e=KB0014746)

• To test ability to submit jobs, you may execute:
• ifarm% srun --cpus-per-task=1 --pty /bin/bash
• bash-4.2$ echo "This is running on host `hostname`"
From (https://scicomp.jlab.org/docs/farm_slurm_batch_interactive_jobs)

To test ifarm.jlab.org access:
o After being added to the appropriate group by your Hall/Group 

Computing Coordinator, ask the helpdesk staff to test your 
ifarm.jlab.org access by terminal on their workstation to confirm 
access before the computing workshop.
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http://www.jlab.org
mailto:helpdesk@jlab.org
https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
https://jlab.servicenowservices.com/kb?id=kb_article_view&sysparm_article=KB0014686
https://jlab.servicenowservices.com/scicomp?id=kb_article&sysparm_article=KB0014686
https://jlab.servicenowservices.com/scicomp?id=kb_article_view&sysparm_article=KB0014746
https://jlab.servicenowservices.com/scicomp?id=kb_article_view&sysparm_article=KB0014746
https://scicomp.jlab.org/docs/farm_slurm_batch_interactive_jobs
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

• If you need help: helpdesk@jlab.org tickets
• Setup and verify Office 365 access
• Set up and verify login.jlab.org access with the SAS 

MobilePass multifactor app invitation
• Set up and verify interactive farm (ifarm) slurm and 

batch access (optional, can wait until later)
• Verify VDI access

Log in to https://vdi.jlab.org (download the app or use the 
easier html web-version) using your common user 

environment (CUE) username and password keeping 
CNIADS* as the domain

Once you get to this screen – select CUE RHEL9

When prompted, log in to RHEL9 system welcome screen 
using your MobilePASS SAS personal PIN plus 6 digit MFA 

code as the password

(a SmartCard is required for Windows Systems – avoid!)

JLab VDI Support Article:
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysp
arm_article=KB0011328

ACQUIRING AN ACCOUNT 

http://www.jlab.org
mailto:helpdesk@jlab.org
https://vdi.jlab.org
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
https://jlab.servicenowservices.com/sp?id=kb_article_view&sysparm_article=KB0011328
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• Verify account access
• Go to www.jlab.org, log in to your user account, visit 

the insight page, and check your skills list
• Change your temporary password, using the 

website’s password management system or 
command line `passwd` command

• If you need help: helpdesk@jlab.org tickets
• Setup and verify Office 365 access 
• Set up and verify login.jlab.org access with the SAS 

MobilePass multifactor app invitation 
• Set up and verify interactive farm (ifarm) slurm and 

batch access (optional, can wait until later)
• Verify VDI access
• Set up Microsoft Authenticator (MFA) for JupyterHub 

and verify the access

Log in to https://jupyterhub.jlab.org – first using your 
common user environment (CUE) password – second using 

your Microsoft Authenticator OTP code

ACQUIRING AN ACCOUNT 
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